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INTRODUCING...

ISSUE 15

Advancing the financial, risk, regulation and technology world through
renowned thought leadership and peer-to-peer knowledge-sharing.

Business continuity and resilience are at the top of the agenda right now,
and financial risk managers are needed more than ever. The global Covid 19
pandemic is a real exogenous shock to the economies of the world, unlike the
financial crisis of more than a decade ago, which had its origins in the financial
system. Understanding the impact of Covid 19 is likely to create real seismic
change in the way financial risk professionals operate, as well as accelerate
changes already underway.
IT and technology are critical factors in today’s business world; many
workers have already become accustomed to working from home, aided by
technological advances to assist in the transition; moving away from crowded,
often considered virus infected city centers. This Issue of the CeFPro Magazine
focuses on technology and innovation, including: KYC practices, transaction
monitoring, biometric future of banking and key findings from the international
FinTech Leaders report.
The current climate also raises interesting questions on security, both for the
financial system and for national governments. Operational and non-financial
risks, such as human capital – now isolated and working from home and remote
from colleagues – are becoming just as important as cyber security. Financial
institutions will need to be mindful of ensuring effective operational resilience,
with strong business continuity plans, often with plans for multiple crises
occurring at once.
Included inside, readers will find 55 pages of articles and interviews written by
senior professionals across the financial risk, technology and compliance space.
Issue 15 delves into third-party risk management, focusing on when business
resilience falters, identifying and policing fraud and cyber resilience; as well
highlighting the key findings from two recent CeFPro reports: The international
Non-Financial Risk Leaders and the Improving third-party risk management
programs to optimize operations.
We are also pleased to feature an insightful article on ‘Has regulation gone too
far?’ from Bill Coen, Chair at the IFRS Advisory Council, plus, technology & KYC
interview with the CRO, LGI at Legal & General and an anti-bribery Q&A with
the Head of Legal & CCO at Bank of China International. Plus, other topics such
as FRTB data requirements and strategy, efficiently costing model credit risk,
transaction monitoring and more.
The Team here at CeFPro hope you are well, and staying safe during these
turbulent times.
We hope you enjoy this issue!
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FEATURED ARTICLE

Brandon Davies
Non Executive Director,
Obillex Limited and Lintel
Financial Services Limited

LOOKING THROUGH
THE CRYSTAL BALL:
COVID 19, ECONOMICS
AND RISK MANAGEMENT

The Covid 19 pandemic is a real exogenous shock to the economies of the world as it is truly global and unlike the 2007 – 2009
credit crisis and financial crisis, does not have its origins in the financial system.
Shocks to an economy from whatever source tend, in my view, to do two things in that they:
•
Create real change
•
Accelerate change that was already underway.
The latter changes are easier to comment on so I will start there, with what I think is a certainty, the more rapid adoption of new IT
and communications technologies.
Technology has changed our lives, allowing us to continue as much as can, without leaving home; We are getting used to
ordering goods online and now many more of us are ordering groceries online also, booking our doctor’s appointment or even
a consultation with our doctor over the internet. We attend virtual exercise classes and my students at Buckingham University are
attending virtual lectures and tutorials with far less face to face meetings. These changes to our lives, as I am sure there are many
more examples, will not end with the discovery of an effective vaccine for Covid 19, as many aspects of our new living and working
environments have changed permanently.
My guestimate would be that we have accelerated these already existing trends in IT and technology adoption by around 5 years,
but of course given ourselves something of an additional shock as we will need to adapt to changes in the work many of us do as a
result.
We have also got used to working from home, we have relocated jobs away from city centre offices, that we will no longer need in
the quantity we did before Covid 19, as we now organize our work around Zoom meetings and Teams working.

What broad conclusions can we draw from this
changed economy?
There will be less jobs in the service sectors of call centres and
shops. Alexa and not real people will staff the former and the
high street shops will give further ground to Amazon and other
online retailers.
Physical transport will lose out to the internet, runways and
aeroplanes for business use will give ground to 5G and fibre
optic cable. As indeed also will cars, busses and railways,
meaning that our thoughts and our conversations will
move but we won’t have to. All of these developments are
going to lower costs of production. Covid 19 will in part be
a productivity shock, but in a good way, though as well as
productivity there will also from this angle be deflationary
changes as there will be from the unemployment it produces.
National Infrastructures will need to change to react to these
changes, such as a third runway for Heathrow in London
now looks a lot less likely to be profitable. Instead, increased
investment in high speed, high capacity communications looks
to be a significant enabler for this changed world.

What about the security aftermath?
Countries were already realizing that the wars of the 21st
century would be different from those of the last century. You
no longer need to bomb your opponent when you can bring
their economy to its knees by infecting it with a virus, be that
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a computer virus or the real thing. Rogue states will not be the
only actors in this space, criminals and terrorists will be at least
equal threats, and possibly more so as in the latter case at the
very least they won’t need to bother with developing a vaccine.
Aircraft carriers will give way to cyber security infrastructure
both defensive and aggressive, something that was underway
in the cyber space already prior to the Covid 19 pandemic.
However, new is that health security will become a top
defence issue. This is not just for the security of the nation,
safeguarding citizens. This will affect industrial policy as well,
with an impact on labor as seeking news drugs, personal
protection equipment and ventilators among many other items
will become national security issues.

Does this mean the end of globalization?
Not in itself as countries will care where a new and long list
of security related products come from and by and large will
seek domestic manufacture. However, the list of products
will still be a relatively short one compared to the size of
international trade, though we cannot discount the possibility
of governments with a protectionist agenda will exploit the
situation to raise trade barriers and import taxes in general.
The bigger effect will, I think, come from industry itself. Global
supply chains and ‘just in time’ supply may have led to great
efficiency but these supply chains have proved very fragile.
Companies will seek to diversify sources of supply and to
manufacture more in house and closer to their end markets.
A policy that will be encouraged by new and more >>

FEATURED ARTICLE
automated production methods such as the printing of parts by
machines that can be software programmed to print many
different parts, a technology that greatly lowers the cost of
production for relatively small numbers of units produced.

Politics will need to change
Populations across the world are much better educated and as
a result far less differential than they used to be. Leadership will
need to consult not just communicate to populations who will
be asked to surrender elements of their personal freedom and
certainly personal data to track virus outbreaks in the future.
Some countries are better placed to adopt and accept these
changes. The UK, for example, is not well set up politically
to achieve this but if the data collection, tracking and tracing
of personal movements were put under the National Health
Service and not the Home Office then this could possibly be a
way forward.

giving unlimited support to their government bond markets and
in practice giving support broadly to securities issuers and bank
borrowers we will be well into money printing, no matter how
much they claim otherwise, though in truth we have been doing
that on a smaller scale for some time now.

Will this prove inflationary?
Possibly, but Covid 19 is a demand and supply shock so the
net effect is difficult to tell. Personally, my belief is there will be
a rise in inflation over time mainly because I believe there will
be toleration for governments and central banks at least allow
inflation above target for a period of time before reacting in
the belief it can be restrained if necessary. In practice, given
where we are currently, I do not see how governments and
regulators have much choice but to throw everything they can
at their economies to re-start them and ensure the recovery is
sufficiently fuelled.

Recovery and Macro-economic aftermath.

What about the Euro area?

Recession is expected but “V”, “U”, “W”, “L”, what shape
will recovery take? If indeed there is one. Let me be bold, I
think “U” recovery as a best guess, based on not expecting
behavior to return to its “normal” pre Covid 19 state. Moreover,
I expect the micro economic changes outlined above to cause
some significant short-term disruption. So I think a “V” very
unlikely especially as governments are not leading us to expect
a sudden reopening of industry and commerce to previous
levels, even if a vaccine is found. A “W” would imply that there
is a second wave that cannot be contained by track and trace
and would result in a second lock down, which must be a real
possibility if insufficient resources are put in to it and / or the
necessary phone software is rejected by a significant part of
the population. An “L” would imply no recovery at all, which
given the level of fiscal and monetary stimulus coming from
governments and central banks is, I think unlikely, but not
impossible.

The European Central Bank (ECB) will in my view join in
the money printing, as I believe is already happening, the
expansion over the last decade in the ECB balance sheet has
pretty much matched that of the US Federal Reserve and the
Bank of England, they have found plenty of room for manoeuvre
despite the apparent constrained remit, there will be political
rumblings but far less than if they fail to support the southern
Euro area economies*

Financial consequences
So what about government deficits, which will be huge. Firstly,
the cost of funding these deficits will not be great. The UK
10year Gilt (as of May 2020) trades such as to give the investor
a return of around 0.3% nearly 1.0% below where it traded a
year ago. It is impossible to say today what Debt/GDP will be
in 1 year’s time, as both Debt and GDP are likely to change
significantly from their pre-Covid numbers. However, both
the Bank of England and the US Federal Reserve are currently

What about emerging markets?
Much emerging market debt, whether of governments or the
private sector corporations, is denominated in the US$. With
the $ being the reserve currency and a safe haven in difficult
times, defaults could easily become widespread, aggravated
in a number of countries by a fall in demand for commodities
and especially oil. In addition to widespread devaluations I
suspect there may be the need for a more general addressing
of debt problems; could we see a 21st Century version of ‘Brady
Bonds’?

Conclusion
So here you have the output of my ‘crystal ball’, with plenty
to discuss, plenty to challenge and much still unknown or
to be decided. Certainty is, for the time being at least, the
new norm.

*At the time of publishing, Germany’s Constitutional Court ruled that the ECB overstepped its powers in spending up 2 trillion Euros (USD
$2.17 trillion) of government debt in the past five years, and gave the central bank three months to prove that the purchase scheme was
necessary and ‘proportional’. The fear is that the ruling could undermine ECB’s authority to ward off the financial crisis and spell end of
quantitative easing, as well as potential cause political unease, at the detriment of the ECB

About the Author:
Brandon Davies lectures on the Banking module at the International Institute of Monetary Research, Masters Degree in
Money, Banking and Central Banking at Buckingham University. He is a NED at Obillex Limited and Lintel Financial Services
Limited. Brandon is also regularly contributor to CeFPro and also sits on CeFPro’s FinTech and Non Financial Risk Advisory
Boards. He has over 30 years experience, much in the City of London, with placements around the world.
The views expressed are as of May 2020. Brandon was asked to ‘look through the crystal ball’, to review the current crisis, take
note of past financial crises and look forward to what may be. With a rapidly evolving situation, there will inevitably be many
twists and turns over the coming weeks, months and years, these are the personal views and options of just experienced
former banker.
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POSITIONING AND
EVOLVING PRIVACY
PROGRAMS TO ACCOUNT
FOR DIFFERENT PROGRAMS
ACROSS JURISDICTIONS
James Bone, Executive Director & Principal Cognitive Risk
Consultant, TheGRCBlueBook & Global Compliance Associates,
LLCERM Program

In many respects the General Data Protection Regulation
(GDPR) is a bold experiment in the democratization of
personal data. On the one hand, GDPR raises the bar for all
organizations to protect confidential personal data across
all platforms while simultaneously creating new rights for
individuals to better control how data is shared, including for
one’s own purposes. On the other hand, organizations have
invested billions in cybersecurity with marginal improvements
in the cyber paradox, a phenomenon that doesn’t fully explain
why cybertheft and threats continue to increase unabated.
The current state of information security compliance is also
muddled by complex regulatory mandates. In the U.S.,
privacy has been multi-jurisdictional for many years as each
state has mandated different standards for the protection of
personal privacy and data. There are over 600 laws among
the 50 states and more than a dozen federal laws on personal
privacy and limits to electronic surveillance. In the early days of
data privacy, the most stringent state laws drove the baseline
standard for “best in class” privacy programs. GDPR raises
the bar on privacy, but much like a leaky dam, ISOs don’t have
enough fingers to plug all the leaks.
Privacy officers have been on the front lines addressing
multiple jurisdictional requirements for more than 20 years.
Information security officers have recently entered the fray with
mandates to address data privacy as firms transition to a digital
business environment that extends traditional boundaries of
security programs. Information security officers need more
than staff and technology to wade through the complexity
of regulation, legacy systems and ad hoc security systems.
Cybersecurity is a multidimensional problem that will require a
community response to turn the tide.
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A digital economy also raises interesting questions about
regulatory oversight in an age of social-distancing where
communications and social interactions will increasingly
originate across a range of new platforms. Instead of email, as
a prime communications platform, the need for more secure
communications, document management and enhanced
security will become paramount. One obvious elephant in the
room is the growing need for national surveillance to protect
the public during national disasters and pandemics. Facial
recognition software, cell phone tracking and social media
data, already prolific, will no doubt be targeted for use by
law enforcement and criminals alike over the internet. How
will differences be resolved between the values, risks and
competing agendas of stakeholders and individual rights?
These questions and many more will be debated long after the
pandemic is mitigated by practicing social distancing but what
will the new normal look like and how will risk professionals
adjust to new operating models?

Personal privacy in a digital economy
The internet has enabled the capture and storage of
customer data across borders which prompted the European
Commission to adopt a European Data Protection directive
to protect individuals as the global markets opened to
international trade online. The growth of and access to
personally Identifiable Information (PII) and the protection of
that data has increased both the value of customer data and
the costs of protecting it from misuse.
It is estimated that 2.5 quintillion bytes of public data is
created daily but as large as that number is a great deal more
information is produced privately by government >>
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agencies and business. The former is the data that can be easily
counted but the latter is the majority of data that is stored in the
cloud, organizational databases and other private transactions
called structured and unstructured data. The Covid-19
pandemic may increase personal data capture by many factors
more!
New form factors of data are being created across diverse
digital platforms without a clear understanding of the longterm impacts to privacy or data security. Business leaders
who are playing catch-up in the transformation to digital
business strategies may be unknowingly sowing the seeds of
vulnerabilities in data privacy and IT security without a strategic
plan to design enhanced security into their digital platforms.
Data anxiety is increasing as the public becomes more aware
of the threats to personal data in its many forms. However,
public awareness hasn’t resulted in a material change in
consumer behavior using social media. The sharing of
personally identifiable information in social media and other
platforms continues to grow without recognizing what is freely
given away. Data brokers have grown exponentially under the
radar using online click-through agreements that are seldom
read. As a result, the market for data has created tremendous
economic wealth but has also exposed us to the ugly side of
lost privacy. The genie is out of the bottle so now is the time to
redouble efforts to define what is acceptable as good public
policy as well as the new ground rules for business sharing and
monetizing data. I agree with Mark Zuckerberg on the need for
“good” regulation but regulation alone isn’t enough. It is time
to rethink privacy and security.

Striking the right balance
Chief information security officers cannot address these issues
alone simply by plugging the leaks. We must begin at the point
of origination. Collaboration is needed across a multidisciplinary
set of technology disciplines to begin to work together with
software designers to network engineers and beyond to agree
on a common goal of enhanced security along the critical paths
of production. Secondly, an IT security clearinghouse is needed
establish more secure communications channel between
customers, industry and government.
Industry leaders should consider developing an IT security
“clearinghouse” between customers, business and government
with trusted partners validated and monitored by an industry
utility that is funded by a Self-Regulatory Organization (SRO)
of participants. The SRO would develop levels of minimal to
best in class security protocols to be used in a clearinghouse
for all participants to use. Data could then be shared through
the clearinghouse based on agreed upon procedures with
standards set by the SRO in collaboration with industry
standards groups. The goal of the clearinghouse should
be to develop security that is intuitive to human behavior,
automatically implemented and secured end to end through all
communication channels.
To tackle the need for a unifying IT framework information
security officers must understand how to position and evolve
privacy programs to account for different programs across
jurisdictions. I call this concept understanding the Robust yet
Fragile nature of disparate systems and networks.
This concept is borrowed from network engineers who had
to solve a host of issues when building out the internet
infrastructure. The Internet is robust, in that, it has the scale to
allow communications to grow organically around the world but
is fragile at specific nodes in the network. Given the boundaryless business environment we live in, I draw on lessons from this

concept to build a case for reframing risk mitigation in privacy
programs across jurisdictions.
Within organizations, the “Robust” represents systems that
are reasonably secure, scalable and networked with a high
degree of confidence. The “Fragile” within information security
represents the distance data travels from Robust systems in
decreasing levels of confidence through third-party providers,
ISPs, cloud providers and IoTs connected to these robust
systems. ISO’s must have in place comprehensive security
and monitoring for both aspects of security. ISO’s have a
comprehensive map of the fragility inherent in point of contact
and build contingencies and alternative strategies alongside its
partners to mitigate risks and enhance security.
We are learning the lessons of Robust yet Fragile in the
Covid-19 pandemic. Hospitals are robust in giving excellent
care during normal conditions, however the stress of the
pandemic revealed the fragility inherent in healthcare presented
in the form of disrupted supply chains, limitations in capacity
and staffing. It is truly remarkable the resilience of the one
component that was taken for granted in the novel coronavirus
crisis – the human element. Technology has enable lives to be
saved but the ingenuity of the nurses and doctors on the front
is not lost on the victims of this dreaded disease as articulated
by Prime Minister Boris Johnson’s gratitude to the nurses who
saved his life. This same lesson must not be overlooked in
cybersecurity.
Lastly, there are major trends that will require better
coordination across industries. What are the major trends
in society and business that will make the job of privacy
management harder in the near term?
The big three trends are: Societal change, Technological
change, and Analytical change.
According to the Privacy Rights Clearinghouse the cultural
conception of privacy is in flux. Individuals are creating personal
content at an unprecedented rate on social media and the cost
and consequences of self-publishing blurs the lines of privacy.
Privacy management must include new training techniques
and awareness programs to help users understand how their
behaviour on the internet creates a digital profile that can be
exploited by criminals.
Secondly, technological change will continue to pose
increasingly new threats to business. The human actor is the
prime target in cybercrime via mobile devices, casual web
surfacing and more sophisticated social engineering and
phishing attacks. Trust is being weaponized on the internet
through misinformation creating a low-cost attack plan for
cybercriminals. In addition, surveillance will undoubtedly
increase through the use of user data, mobile devices, and
other sources of data that will be shared in anonymized formats.
Finally, the third trend is analytical change. Autonomous bots
give cyber criminals the ability to collect data, launch attacks
and exploit the very systems deployed to defend the enterprise.
The cycle of innovation goes both ways as adversaries co-opt
advances in analytics to exploit our defences. We operate in an
open environment where open source technology allows our
enemies to learn in real-time vulnerabilities that exist. As long
as there is a market for data the role of privacy management will
continue to grow in importance.
The parallels in tackling the novel coronavirus and cybersecurity
are instructive. Human behaviour will determine whether we
are successful addressing both in the long-term. Technology
and innovation will help enable solutions to address both but a
sustainable solution is more likely upon the realization that we
are in this together and we must work together to end these
threats as a community.
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REVIEWING THE FRTB DATA REQUIREMENTS
AND HOW FIRMS CAN EFFICIENTLY
DEVELOP DATA STRATEGY
Yaz Mustafa, Senior Risk and Data Consultant,
Delv
The Fundamental Review of the Trading
Book is an umbrella term for a range
of regulatory risk deliveries for the
minimum requirements for Market Risk
Capital. With a BCBS implementation
date slated for 2022, risk managers
must focus on the new rules with some
urgency.
FRTB is a complex and large scale
regulatory programme that requires
major business process, data, and
technology modifications. Given
the complexity, the temptation to
implement it as a ”bolt-on” set of new
feeds or processes should be avoided.

Consistent data architecture
Although FRTB is not primarily about
data, considerable data-heavy work
will be required of banks to comply
with its stringent data requirements.
The vastness of those requirements
will pressure banks’ infrastructure in
many ways. FRTB’s front-to-back risk
computation and aggregation demands
often require major changes to banks’
technology and data architecture and,
even more broadly, data strategy.
The complexity of the problem is
exacerbated for organizations operating
across different jurisdictions, with
multiple regulators. Such organizations
might consider splitting data by
regulator, or creating a
gold-standard data-architecture
approach that encompasses all
jurisdictions, branches and subsidiaries.
Creating a jurisdictional data
architecture programme is never one
size fits all, and the scale and complexity
of FRTB adds to the rigor of analysis
needed.
Even if some locations are
regulator-agnostic, market-data
differences between regions also raise
issues. For example, a Hong Kong front
office system might use a different time
point for calculating P&L compared to
a London market risk system that uses a
UK close of business timestamp.
Smaller institutions or smaller business
units within larger organizations may
for the first time have to compute and
report risks for portfolios falling under
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FRTB’s trading book definition. They
will need to implement systems and a
new data architecture that allow them
to consume new inputs and perform
calculations not needed under the
old regulatory capital regime. Larger
institutions may have the needed data
and infrastructure, so their efforts may
be more concentrated on alignment
between systems and processes. This is
still no mean feat.

Data integrity, lineage, ownership
and controls
Why is data integrity important, what is
the relevance for FRTB, and how does it
affect our design choices?
Increasing data integrity by deploying
golden sources and avoiding duplicated
versions of the truth reduces operational
risk, and inefficient data manipulation
and reconciliation processes. Capturing
and maintaining data lineage means
that we know our data sources, usage,
and transformations.
High on a risk manager’s list of concerns
for implementing the Internal Models
Approach is the stringent Profit and
Loss Attribution test, which will fail if
sources and processes are inconsistent.
To avoid this risk, hard decisions need
to be made about pushing some dataprovider functions upstream, such as
risk calculations, to eliminate duplicative
processing. Although such a decision
requires major process, data, and
technology transformation, for certain
banks it will not be possible to function
under an internal-models waiver without
such core changes. Controls must
be implemented that will facilitate
maintaining data integrity, thus ensuring
compliance going forward.
None of these concepts are new, and all
were highlighted with BCBS 239. Indeed
BCBS 239 arose from the wreckage of
the financial crisis, when many banks
were found to have no clear idea of
their risk exposure, due to their weak
data and reporting practices.

Technology architecture, and
Cloud
How does solving our FRTB
requirements fit into the bank’s overall

systems landscape? We need to ask:
Are there any redundant systems, or are
any decommissions required? How does
this align with other general system or
data-flow rationalisation initiatives in
flight (and do we have dependencies)?
Could FRTB data harmonisation
initiatives help those other
programmes? Or the contrary: Could
other in-flight projects add complexity
to or delay our FRTB programme (e.g.
IBOR replacement)?
Vendor systems and data are also a
consideration. Smaller organizations
may focus on the Standardised
Approach and find it cheaper to buy a
vendor solution. A larger organization
may be considering using a vendor’s
market data for Non Modellable Risk
Factors (NMRF) or for historical market
data simulation purposes.
IMA will need a full revaluation
or simulation based approach to
recalculating position values. Could
any new in-house technology initiatives
be leveraged to support this, such
as moving to cloud for compute and
storage? Could this in turn be used by
other areas, such as Front Office for
intraday risk, or CCAR?

Conclusion
If we are competing for resources there
may be pressure to build something to
get us ‘over the line’ in the short term.
For many firms, however, this could put
at risk their ability to stay within IMA
going forward, while resulting in higher
costs for future regulatory deliveries.
Firms should concentrate on agreeing
design principles that align front office,
risk and finance data, and models, while
also enhancing market and reference
data at the enterprise level.
Delivering all this requires alignment
across process, data, and technology.
Data programme initiation and
maintenance models such as DCAM
(Data Management Capability
Assessment Model), used by over
60% of the financial industry, create a
common mindset and culture around
data, increasing firms’ ability to succeed
on complex data-heavy regulatory
programmes such as FRTB and BCBS
239, For more information see
https://delvglobal.com/expertise/#dcam
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97%

OF ORGANISATIONS
ARE NOT PREPARED

With 2021 looming on the horizon, only 3% of organisations have effectively prepared
for the LIBOR transition. Apttus delivers the capabilities you need such as: Contract
onboarding, AI/ML, remediation, data capture and reporting on critical KPIs.
With Apttus true
contract lifecycle
management,
customers achieve
the following:

+45%
INCREASE IN
CONTACT
ACCURACY

+43%
INCREASE
IN
COMPLIANCE

+42%
FASTER
CONTRACT
PROCESSING

Empower your business
with intelligent risk analytics
Meeting risk and regulatory compliance challenges head-on
while growing business value takes innovative technology.
With a single, integrated platform, SAS® Risk Management is
the proven choice to modernize your organization. Whether
tackling stress testing requirements, meeting accounting
standards or making strategic business decisions, SAS solutions
give you a complete enterprise view of risk and compliance.

Learn more

sas.com/risk
© 2020 SAS Institute Inc. All rights reserved. G128099US.0420
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BROADENING THE SCOPE
TO IDENTIFY RISKS ACROSS
PORTFOLIOS FOR A HOLISTIC
VIEW OF NON-FINANCIAL
RISKS

Dr. Jenny J Birdi, Head of Operational Risk & Risk Strategy UK, HSBC
In your opinion, what are some of the key
non-financial risks to be aware of?
The non-financial risks that face us today are significant, and
we risk professionals really are living in interesting times! We
have come through a period of unprecedented change in the
Industry and in risk management in particular over the last 10
years. We have and continue to move so fast, I keep telling my
team that change is the new normal and of course that brings
with it execution risk. We can’t ignore the digital revolution,
which I believe will be one of the biggest shapers of risk
management in future. And whilst this can bring big benefits to
both our customers and our business, it brings with it a whole
new set of risks and challenges to manage.
The cloud brings great benefits in terms of its resilience, scale,
flexibility, security and capability. But the cloud brings its own
risks with it – concentration risk on a few key cloud providers
for example is a key risk. All of this technology evolution (or is
it revolution?) can be harnessed by the risk functions to great
effect, and it can really help to hone and improve our risk
management models. One big challenge however is the quality,
accuracy and completeness of our data. Another key driver or

change agent has to be regulation. Regulation has become
increasingly customer focused, for example how can we protect
vulnerable customers? Customer detriment and harm is a big
risk for the industry.
Finally, one risk that is currently receiving a lot of attention is
operational resilience, which is essentially about our ability as
FIs and as an industry as a whole to absorb and adapt to shocks
rather than to contribute to them. It’s about how we ensure the
continuity of our critical economic functions to our customers
and the wider economy. These are a few of the risks that we
are dealing with today, there are numerous others that I haven’t
mentioned…

Why is identifying risks and correlations across
portfolios important?
For me, this is about joining up the dots, to enable us to see
the patterns and trends in our risks that we might not otherwise
see’ leveraging analytic tooling to help us join those dots. The
use of such analytics gives us a powerful tool in our risk arsenal,
it enables us to do that read across and really get on the front
foot, leading to prevention rather than cure. >>

The cloud brings great benefits in terms of its resilience, scale, flexibility, security and
capability. But the cloud brings its own risks with it – concentration risk on a few key cloud
providers for example is a key risk. All of this technology evolution (or is it revolution?) can be
harnessed by the Risk functions to great effect, and it can really help to hone and improve our
risk management models.
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And the benefits of this are clear to see, – early detection
and prevention of risk is improved, business performance is
improved, and costs are reduced.

How can departments effectively coordinate to
combat non-financial risk?
The skills and capabilities required of us as risk professionals is
evolving fast and is very different to that 10 years ago. We need
to have a broad understanding of all risk types, and particularly
the non-financial risks – it is these, not the traditional credit risks
that will knock us off our strategic aims and imperatives, and in
the worst cases can take a company out of business.
To effectively manage some of those more complex risks that I
mentioned above which I think we are now facing, we need to
bring the different risk specialists together to look at the more
complex risks in a holistic manner to ensure there are no gaps
in risk coverage. This is especially key for those risks that are
pervasive or that cut across many different risk areas, such as
data or operational resilience. To do this effectively, our wider
teams need to have a diverse set of skills and backgrounds. We
also need to think about how we aggregate the view of these
risks across those different functions/departments.
I also think that this is about having clear accountabilities for the
management of the risks so that there is no ambiguity in who is
expected to bring the different specialists together to manage
the risks.
We also need to join up on innovation and promote the tools
and techniques that will help us to get on the front foot of risk
management, for example exploring behavioural analytics.

What do you see ahead for the future of
non-financial risks?
If only I had a crystal ball I might have this cracked! If we look
at how the FI industry has changed over the last 10 years,
particularly in regard to regulation, I am sure that many of us 10
years ago would not have predicted that we would be where we
are today.
What I am certain of is that non-financial risk will continue to
dominate the risk agenda. There are some key risks today that
are shaping our destiny as risk management organizations and
risk professionals. I mentioned the digital revolution earlier,
which I believe will be one of the biggest shapers of risk
management in future. Within Risk, we can leverage technology
and the recent evolution of AI, machine learning and big
data analytics to help us manage these risks. We have vast
amounts of data but we have typically not harnessed it for risk
management, as until recently, it has been a difficult, complex
and time consuming process.
We need to exploit not just our own internal data, but external
data as a rich seam to supplement our own data and give us
better patterns and results. This includes transaction data,
behavioural data, credit bureau data, government data, chat
and voice data, and social media data. This raises the question
of whether we need to collaborate more, to share more of our
data, both internally and externally so that we have a more
collective risk management approach.

controls and what this may mean for risk management?’
With technology we can now leverage rapid iteration to aid
our learning, and we can use the outputs that we obtain as a
driver to further improve the quality and comprehensiveness
of our data, as it helps us to quickly identify gaps, errors and
omissions. And of course, with our reliance upon risk models,
model validation becomes even more key than it is today.
An area that is emerging at present and where we can harness
our data is behavioural analytics and the use of cognitive
technologies to supplement our human decision-making. This
is about interpreting and analysing what people do, rather than
what they say. We can use it to identify and analyse patterns
of data, such as email traffic, calendar activity, and messaging
platforms to predict areas of risk. The technology identifies
the patters of behavioural risk in areas such as misconduct,
violations of company policy and regulations, employee
retention, and the embracing of company values. It can help us
to measure the effectiveness of, for example, cultural change
programmes.
Corporate social responsibility is another interesting and
emerging area that we will need to consider in our future risk
management approaches. It covers amongst other things, our
approach to diversity and inclusion, community engagement
and sustainability. Our regulators recognise that FIs can exert a
very strong influence on sustainable development for example,
and it is increasingly influencing which customers we do
business with. It is quite often thought however, that CSR only
has an upside in improving brand and reputation, but we can
still get it wrong, and if we do, it can introduce a whole series
of risks for us, including reputational, legal, regulatory, third
party and other operational risks. This begs the question as to
whether we need a greater understanding of ethics in the risk
function and a need to look at this more holistically?

An area that is emerging at present and
where we can harness our data is behavioural
analytics and the use of cognitive technologies
to supplement our human decision-making.
This is about interpreting and analysing
what people do, rather than what they say.
We can use it to identify and analyse patters
of data, such as email traffic, calendar activity,
and messaging platforms to predict areas of
risk.

Machine learning is increasingly finding a space in driving
automation and improving controls as well, which poses
the question ‘are we are moving into an age of self-learning
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HAS REGULATION GONE
TOO FAR OR IS THERE STILL
MORE TO BE DONE?
Bill Coen, Former Secretary General, Basel Committee on Banking
Supervision, IFRS Advisory Council; Board Member, Toronto Centre

Until very recently, there was a lively debate about whether standard-setting bodies and national
authorities had gone too far in responding to the global financial crisis (GFC). It was in this context and
based on my 20 years of experience with the Basel Committee on Banking Supervision (BCBS) that I
began to gather my thoughts to express my views on the question of whether regulation has gone too far
or is there still more to be done. This important question has for the moment been supplanted – but not
obviated – by the coronavirus pandemic. Indeed, an already multifaceted matter of what constitutes the
“right” level of regulation has been made even more complex by the economic and financial effects of
the pandemic. In the following, I review how the regulatory landscape and operating environments have
changed very quickly to focus on near term financial stability while longer-term considerations related
to the implementation of global standards and the effects of the reforms remain central tasks for both
regulators and risk managers.
A complex matter has become more complicated
On a continual basis, central bankers, bank supervisors, and
risk managers seek to identify and adapt to a wide range of
factors that could adversely affect or hamper the performance
of the financial system or individual firms. Until very recently,
the debate in many jurisdictions focused inter alia on
challenges related to technology and banking; risks associated
with a low interest rate environment; and a recently completed
and dramatically different global regulatory framework.
Banks still face “traditional” risks and now must react and
adapt to challenges that are unique and novel. Moreover,
the rapid onset and unimaginable impact of the coronavirus
pandemic has for the moment dwarfed the considerable
challenges confronting policy makers, supervisors, and
financial institutions. The pandemic has compounded an
already challenging environment and we are now – and
seemingly overnight – trying to work out its implications for
financial stability and the long-term consequences. Health
care professionals, emergency workers, and all those who are
working to respond to the crisis merit deep gratitude and
support. From a financial stability perspective, central bankers,
bank supervisors, and lenders are working hard to maintain
financial stability, help ensure access to credit to those who
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need it, and lay the groundwork for a smooth and rapid
recovery.
In response to a crisis that threatens financial stability and
imperils future economic growth, authorities must take
important remedial measures and national authorities have
done just that. They have developed and deployed various
responses expeditiously and on an impressive scale. Standardsetting bodies for their part have also responded swiftly to
relax or delay the implementation of previously-agreed global
standards that were necessitated by the GFC. For example,
the Basel Committee on Banking Supervision (BCBS) deferred
the implementation of some of the Basel III standards for one
year and extended the related transitional arrangements. The
quick and decisive actions of national authorities and standard
setters should be applauded – as long as their remedial actions
are temporary and are reversed in due course when conditions
warrant. A temporary delay in implementing the regulatory
revisions is understandable but stepping away from or diluting
previously-agreed minimum global standards like Basel III on
a permanent basis is counter to the best interests of global
financial stability and is potentially unsafe >>
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and unsound for banking systems and banks. Following every
financial crisis, there is a critically-important opportunity to
assess which policies, practices, and activities contributed to,
exacerbated the effects of, or helped to mitigate the impact
of the crisis. Once financial stability has been achieved and the
operating environment has returned to normal (or close to it),
the effectiveness of remedial measures implemented by public
authorities or firms in response to the crisis should also be
evaluated. What worked and what didn’t? Were the measures
deficient or inadequate? What would we have done differently

and what would we do next time? This assessment will allow all
relevant parties – e.g., policy makers, boards of directors, risk
managers, investors – to recalibrate and adapt where necessary
to better prepare for the next inevitable period of stress. This
is the process that followed the GFC and that process still
continues today. Once the pandemic has subsided and we are
safely on the path to economic recovery, there will be plenty
of time to assess the lessons learned and policy implications
related to the pandemic.

Constant change
The assertion that the only constant is change is especially
true for risk management and financial regulation. In addition
to the impact and aftermath of the coronavirus pandemic,
the financial industry continues to witness monumental
change, much of which is unfolding rapidly. Dealing with
relatively well-understood risks like credit risk and market
risk is often a daunting task but now risk managers, C-suite
executives, and boards of directors must contend with and
adapt to: technology-driven innovation in financial services;
ongoing technological advances including the use of artificial
intelligence and machine learning; more widespread use
of digital assets and tokens; and persistent cyber-risk.
Having a thorough understanding of emerging risks, market
developments, what constitutes good governance, the
regulatory perspective, and the rapidly shifting business
environment are essential to effective risk management and
represents a formidable set of challenges for risk managers.
Not surprisingly, my views on risk and regulation have been
heavily influenced by my experience in working through or
responding to financial crises. This was especially true of my
career with the BCBS and my close involvement in responding
to the GFC, which underscored the imperative of managing
risk comprehensively and proactively (rather than reactively). In
preparation for managing risk in stressful times, risk managers
and regulators need to ask in advance: How do different risk
types interact and combine? What could be the catalyst or

the set of triggers that cause this interaction? What measures
can be taken to control or mitigate the risk? What would be
the impact if the risk were to materialize? Would the firm (or
the financial system) be adequately equipped to weather
the storm? If not, what actions would be required to restore
profitability (or financial stability)?
The GFC reinforced some essential elements of effective risk
management. This includes, for example, the roles of the
board of directors, board risk committees, senior management
and the control functions, including the CRO and internal
audit. The GFC was a stark reminder of the hazards of placing
excessive reliance on individual risk management tools (e.g.,
external credit ratings or internal models) and dispelled the
notion that bank capital is in all cases a suitable and exclusive
backstop to absorb losses.
From a regulatory perspective, the GFC underscored the need
for the BCBS and others to formulate policies by means of
a process which is inclusive, transparent, and well-informed.
The process must include a mechanism for engaging with and
receiving comments from all interested stakeholders on the
proposed policies. These consultations must be accompanied
by a careful assessment of the quantitative impact that is based
on quality data. Quantitative impact studies are an important
element – but not the sole driver – of the policy-making
process.

Developing and implementing global standards
One of the most important lessons learned from the GFC
was this: the global standard-setting process is seriously
undermined and impaired if the standards are not
implemented in a full, timely, and consistent manner by those
who agreed the standards. This is irrespective of how rigorous
and inclusive the process may be and regardless of how
robust and well-designed the standards are that are
produced by the process. Faithful implementation of the
globally-agreed standards into rules, regulations, or directives
at the national or jurisdictional level within a reasonable
timeline with appropriate transitional arrangements where
necessary is crucial.
Today many jurisdictions are confronted with the unhappy
prospect of implementing the revised global minimum

standards in a time of financial crisis and this leads to another
important lesson: in a time of crisis, public authorities must
do “whatever it takes” to respond to pressing and immediate
financial stability imperatives and this may very well mean the
temporary suspension or delay of previously-agreed standards.
During “normal” times, delays in putting the reforms in place
or diluting the global minimum standards distort a level
playing field. This engenders doubt and mistrust as to the
soundness of a jurisdiction’s banks and banking system. In the
long term, delays and dilution are a risk to the financial system.
The long-term importance of implementing the full range of
the reforms on a timely and consistent basis is critical but one
must also recognize that, during a crisis, all bets are off and
authorities’ primary objective is to maintain or restore financial
stability and facilitate economic recovery. >>

Faithful implementation of the globally-agreed standards into rules, regulations, or directives
at the national or jurisdictional level within a reasonable timeline with appropriate transitional
arrangements where necessary is crucial.
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Taking stock of regulatory reform and its consequences
Taking stock of regulatory reform is a critical step in the
standard-setting process. Have the minimum standards been
implemented within the timeframe and manner in which
they were agreed? Are the reforms producing the expected
outcome? Are there unintended consequences (versus fully
intended consequences)? If so, are modifications warranted?
The importance of looking forward cannot be overstated.
Before the pandemic, one of the topics that dominated
discussion among regulators and bankers was the role of
non-bank fintech firms in the banking space. It remains to
be seen to what extent technology-driven innovation in
financial services – or fintech – will continue to exert such an
extraordinary influence on financial services and represent a
significant source of competition for banks that will be affected
by the pandemic.

impact on a bank’s business strategy and profitability should
be a key focus for senior management and the board.

The question of whether these unregulated firms should be
subject to the same regulations as traditional banks will
re-emerge and it is important to distinguish between
supervisory oversight and regulation. In my view, the focus
should be on supervisory oversight. Fintech can lead to faster,
more inclusive, more convenient, and overall improved delivery
of financial services that is beneficial to end users. It also
represents a potential opportunity for firms that can deliver the
services in a cost-efficient manner while effectively managing
the attendant risks. This is an expensive proposition so fintech’s

Authorities must proceed cautiously when it comes to the
regulation of fintech firms and their activities to avoid stifling
innovation or unduly obstructing the benefits they confer. This
is not to say that authorities have no role. They do and they
could even facilitate innovative technologies and business
models for financial services. Authorities have an opportunity
to provide a safe environment for banks to test newly
developed products through, for example, innovation hubs,
accelerators, and regulatory sandboxes.

For their part, standard setters, supervisory authorities,
and regulators should continue to monitor closely banks’
management of the risks associated with fintech. This includes
strategic and profitability risks; operational risk, including cyber
risk; compliance risk; and outsourcing and the use of thirdparty vendors. From a broader perspective, the official sector
must also be attentive to any financial stability implications
stemming from developments in fintech. The official sector
must also continue to examine how best to take advantage
of technological advances (i.e., suptech) in order to carry out
supervisory responsibilities as efficiently and effectively as
possible.

The question of whether these unregulated firms should be subject to the same regulations as
traditional banks will re-emerge and it is important to distinguish between supervisory oversight and
regulation. In my view, the focus should be on supervisory oversight. Fintech can lead to faster, more
inclusive, more convenient, and overall improved delivery of financial services that is beneficial to end
users. It also represents a potential opportunity for firms that can deliver the services in a cost-efficient
manner while effectively managing the attendant risks.

Conclusion
Regulators and risk managers have been confronted with a range of game-changing challenges that have already altered the status
quo. These conditions have disrupted many banks’ profitability if not their prospects for long-term viability. An already difficult
operating environment and set of challenges have now been exacerbated by the coronavirus pandemic. Longer-term objectives,
such as implementing reforms like Basel III, can become subordinate to existential goals of achieving and maintaining financial
stability and paving the way for sustainable economic recovery. This does not mean implementing already-agreed regulatory
reforms have become irrelevant but that they need to be prioritized in pursuit of more immediate imperatives.
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MINIMISING
CONCENTRATION
RISK WITH INCREASED
RESILIENCE ON
OUTSOURCED
ACTIVITY
How can third parties be
effectively categorised to identify
critical ones and target resources?
Businesses need to first identify their
critical processes. A number of lenses can
be used for this exercise alone: customer
impact, regulatory impact, financial
impact and technology impact. The thirdparties that support the critical activities
will need to undergo additional duediligence to ensure that the end-to-end
process is truly resilient.
Aggregation risk by third-party, process
and customer base cannot be ignored
and thus needs to be carefully considered
as part of this categorisation exercise.
With, ‘siloed’ approaches, materiality
lenses and global processes, this is a
complex task. Centralised analytics
with local empowerment and clear
alignment on the process risk usually
helps businesses to adjust investment on
resources. One may also want to consider
the relevance of AI in these analytics.

What key considerations need to
be made when onboarding and
offboarding critical suppliers?
The criticality of the process must drive
the level of due-diligence on the
third-party. It is also important to
understand the complexity of the
process design and impact of the
process on business performance. A
simple, repeatable and well documented
process may require a different level of
risk treatment than that of a complex,
judgmental and ‘broken’ process.
Some of the criteria that need to be
considered as part of the exercise include
external (e.g. customer, regulatory)

impact, operational resilience, up-front
and ongoing investments, service level
agreement design and monitoring,
intellectual property, sub-contractors/
fourth-party, process documentation,
risk frameworks, business continuity
management, aggregation risk, data
privacy and protection, capacity and skillset. Robust exit criteria and a back-up
exit plan are an absolute necessity for any
critical outsourcing programme.
Use of AI and robotics within business
and third-party processes are quite
common. While these provide immense
benefits to the end-to-end process
optimisation, it also calls for additional
due-diligence to ensure that the
processes are truly resilient.

What impacts can be expected
from increasing geopolitical
risk offshoring to different
jurisdictions?
There is indeed a growing recognition
within businesses that we do need
to proactively manage the impact of
geo-political risk with outsourcing. This
becomes even more important as we
see the industry trend of supporting
operations from remote ‘centres of
excellence’. A distributed model of
concentered specialised skill-sets and
resources make global geo-political risk
exposure more material for business.
With the advancement of technology,
focus on automation and reduction
on human capital in certain types of
operations, local businesses often
lack the skill and capacity to execute
processes in-house. In addition, with
optimisation comes interdependence of
activities and thus the end-to-end critical
path may get negatively impacted as a
result of local geo-political issues.

Sucharita Banerjee Lodha
Head of Operational Risk,
Governance and Controls,
ERM, International markets
and Service Centres
AIG
Businesses need to consider the financial
and non-financial impact of geo-political
risk as part of their annual business plan.
In addition to considering the impact of
the failure points of current processes,
businesses also need to proactively plan
for compliance with changing industry
practices and regulatory requirements
related to these jurisdictions.

In your opinion, what is the
importance of training with
vendors internal processes for
effective performance monitoring?
Third-party risk is going to change its
form and become more integrated with
other risk types. It will continue to remain
one of the significant risk categories that
businesses need to proactively manage.
With the ever-increasing complexity
related to this risk type, we should see
new nimble tools within the reg-tech
space that will help the business to better
manage this risk as part of the integrated
risk management framework. Governance
related to third-party risk management
should also be enhanced as businesses
acknowledge that outsourcing is a
strategic decision with significant impact
to the overall risk control environment of
the business.

Centralised analytics
with local empowerment
and clear alignment on
the process risk usually
helps businesses to adjust
investment on resources.
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Charles Forde
Group Head of
Operational Risk
AIB

BUILDING STRATEGIES AND
AN APPROACH FOR AGILE
CHANGE MANAGEMENT
AMONGST GLOBAL POLITICAL
UNCERTAINTY

Global political uncertainty, ever increasing regulatory pressure, fragile markets and the ongoing digital transformation of
the financial services industry are all factors which are driving the priorities and the agenda for Chief Risk Officers today.
Effective management of change is a theme which runs through every aspect of the business and through every programme
established to respond to these drivers. The increasing speed of disruptive change, in both technology and business
models, combined with the need for firms to differentiate their products and services have created challenges and brought
increased focus on managing the pace of change.
Constantly evolving technologies, processes and communications channels are enabling a wide array of new and enhanced
products and services, which are being implemented with increasing agility. Additionally, the regulatory authorities continue
to have high expectations and demands of the financial services firms which they oversee, and this is one of the major
drivers of change.
Regulatory-driven change impacts the change portfolio both directly, in order to comply with regulations, and indirectly,
to meet the expectations for service quality and resilience for customers. As a result, organizations need a robust change
management process that supports communication, strong governance and management of dependencies with all
stakeholders, both internally across the organization and externally with third parties.

Challenges and Opportunities
Change and risk professionals can build techniques for
agile and effective change management by clearly defining
and documenting all of the drivers of change within their
organization. These include:
•

Programmes governed under the firm’s strategic
investment plan (including major regulatory-driven and
organizational model programmes);

•

Non-strategic change projects;

•

Small / BAU improvement and continuous change
initiatives; and

•

Technology change. Volumes of technology changes
alone can be in the tens of thousands per year even in
a small to mid-size financial firm.

In order to effectively manage and control the risks of
change and the pace of those factors, it is also critical to
define and assess the impact of these drivers of change
on the operational risk types. These risk types include

the typical operational risk domains, such as: third party,
technology, process and resilience. But it must also
consider the impact on the more complex risk types, which
are increasing in prominence, such as global political
uncertainty, sustainability and climate change.
Consideration of geopolitical risk is a factor which has
increased in importance over the past few years. The
rising trend of nationalism around the world has led to
trade barriers and regional restructures, such as Brexit,
which is challenging the established international order,
and it is impacting the banks operational processes and
risk profile. Geopolitical risk must be considered as both a
non-financial and a financial risk and we must collaborate
across all of the risk domains to fully assess the impact on
the firm’s risk profile and changing portfolio.
Similarly, the Covid-19 crisis is having a significant impact
on both the financial risk and the operational risk profiles of
firms. During this crisis, banks have been forced to respond
very quickly in order to make changes to the products and
services offered to customers, such as payment breaks
and moratoria on loans and mortgages. The outcome is
that there is a requirement for increased collaboration >>

The Covid-19 crisis is having a significant impact on both the financial risk and the operational risk profiles of
firms. During this crisis, banks have been forced to respond very quickly in order to make changes to the products
and services offered to customers, such as payment breaks and moratoria on loans and mortgages.

18

OPERATIONAL RISK
between all areas of risk, and it is also driving a co-operation
among firms in the industry and with the Regulatory
Authorities.
In order to effectively address the challenges and to begin
to take advantage of the opportunities, operating models
or flexibility of the operating model must be a key area
of focus so that organizations are able to respond rapidly
to changes in programme prioritisation and resource
allocation. The full year plan for strategic change initiatives
may be subject to revisions or scope change unexpectedly
due to cost constraints or revisions of regulatory
requirements. In order to manage this successfully and in
an agile manner an organization must have a robust change
management process so that it can adjust the operating
model quickly and appropriately, including the rapid
repositioning of resources and funding.

An effective approach for agile change management
requires that firms assess and monitor all of the drivers of
change, including their impacts and dependencies. The
assessment and ongoing monitoring of change is often
focused mostly on the investment portfolio for strategic
change. This investment portfolio also has visibility at the
Executive Committee and Board due to the levels of spend
involved. But there are numerous small and medium size
change initiatives which have dependencies across the firm
and with external third parties, which in aggregate present a
significant residual risk.
Therefore it is, necessary to clearly identify the types
of change for which there is not adequate data or
transparency. Only then can you assess where resources
need to be applied, often very quickly, to manage these
change drivers.

The full year plan for strategic change initiatives may be subject to revisions or scope change unexpectedly
due to cost constraints or revisions of regulatory requirements.

Futureproofing: Recommendations for effective
and agile change management:

suggests that the change risk impacting on the firm’s
risk profile is not being appropriately identified, and
therefore may not be appropriately managed. Training
and guidance on the identification and mapping of
change risks should be provided to 1st line staff with
responsibility for completing the RCSAs for their
business areas.

The following are key recommendations to support
an enhanced view of the drivers of change across the
organization and to enable agile management:
•

Service catalogues: Definition of service catalogues
for all business areas and support functions to define
a standard set of business activities, which then map
to products and services for customers. This facilitates
identification of dependencies and resource demands
outside of BAU activities.

•

Risk taxonomy: You cannot manage that which you
cannot control and you cannot control what you cannot
define. Therefore, a prerequisite to support effective
change management impact assessment is an industry
standard reference taxonomy with a defined catalogue
of risk categories which all issues, risks, regulatory
actions, events and policy violations can be mapped
against. This would allow for a wider view of any areas
of concern, or any concentration of concerns in a
particular business area. In order to ensure adoption
and use in the company, the reference taxonomy
should be:
•
risk event based
•
designed to include two levels
•
intuitive and easy to understand
•
cover the scope of, and map back to, Basel
Event Types
•
be mutually exclusive and collectively
exhaustive (to the extent possible)

•

Risk Control Self-Assessment (RCSA): A common
challenge for operational risk control officers in the 2nd
line of defence is that risks which are change-related
are not being identified as such by the business in their
RCSAs, and are not being tagged consistently to the
correct categories under the taxonomy hierarchy. This

•

Regulatory and audit actions: It is recommended that
the actions are recorded centrally in the firm’s risk
register, mapped to the relevant taxonomies and are
rated against the firm’s risk materiality matrix. This will
support tracking, impact assessment, identification of
dependencies across functions and reporting. It will
also allow for tracking of the impact of regulatory and
audit actions on the change portfolio.

Robust and agile change management relies on the
three pillars in the company to support the whole system,
which are: People, process and technology. The change
management processes and risks must map into the
organization’s structure and be underpinned by the
technology systems and applications. It is critical that the
organization’s change management process include strong
controls and governance. The technology and processes
must be able to provide enabling support to all users and
stakeholders.
But the human element of change management may be
one of the most difficult to navigate because people do
not inherently like change or adjust to it well. If people
are not engaged and management of change and risk is
not embedded in the roles and responsibilities and the
firm’s culture, then the change management system will
never work and it will not be agile or operate effectively.
Organizational design, clear roles and responsibilities,
culture and leadership are all required in order to provide
a framework that embeds change management within the
organization, so that it is an enabler of transformation while
providing comprehensive coverage of risks.
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SOLVING FOR OPERATIONAL RISK
MANAGEMENT WITH INTEGRATED GRC

Michael J. Ivie, Head of Financial Services Consulting, Phyton Consulting
Amidst an unprecedented global health pandemic, many
institutions have another “opportunity” to test their risk
management framework. A significant focus in the early
response has been on operational risk (the risk of loss resulting
from inadequate or failed internal processes, people, and
systems, or from external events). Like we saw in spectacular
fashion in the 2008-2009 crisis, many organizations are
struggling to assess the multitude of impacts in a timely manner
to empower leadership to make swift decisions.
Sound operational risk management centers on our ability to
continuously assess and measure risks, implement mitigating
controls, and act when needed. A lot must happen for ORM
to be well executed in an integrated manner in times of stress,
which makes planning so critical to ensure we have robust and
flexible capabilities such as:
Risk and Control Assessments | Policy Management | Key Risk
Indicators | Loss event management | Issues management |
Scenario planning | Reporting | Workflow management
These capabilities must be embedded across all corporate
responsibility centers (e.g. Risk, Finance, IT, Operations,
Compliance, HR, etc.) and all 3 Lines of Defense to be effective.
While defining a Risk Appetite and Framework is critical to bring
structure, most headwinds are encountered when attempting to
integrate underlying people and processes. These challenges
are often attributable to issues with data management (multiple

data sources, un-harmonized data/formats, poor data quality,
silos across businesses/functions, lack of drill down and
granularity, complex/inflexible processes, and difficulty getting
timely, complete, and accurate data to the 1st LOD).
A potential solution is often an integrated GRC tool. There are
more than 500 GRC tools on the market today (with varying
value propositions). The dominant tools are IBM’s OpenPages,
Archer, ServiceNow, and MetricStream. Modularized GRC
solutions allow for flexibility to ramp-up over time and provide a
powerful way for organizations to enact change in an agile and
controlled manner. After more than a decade of breaking down
risk management silos and championing best practices in data
management, we’ve found the following key ORM/GRC success
factors:
•
Prioritizing a sound data management program
•
Driving stakeholder engagement early in the process
•
Leveraging lessons learned from the industry
•
Avoiding over-customization – it will inhibit your ability to
react to changes later
•
Prioritize development of a comprehensive target state
before solutioning
•
Use GRC tools to intelligently rationalize EUCs/UDBAs
•
Follow the 80/20 Rule: Prioritize key functionality that solves
for the greatest needs – not every need
•
Strive for self-serviceability
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CREATING AN INTEGRATED
APPROACH AND CONTROL
PROCEDURE TO EMBED
TECHNOLOGIES INTO
THE BUSINESS

Colin Last, Director of Risk and Control, Nationwide
Why is it important to have an agile approach in an
ever-changing climate?
The way in which we deliver products, services and solutions is
increasingly aligned to DevOps and agile ways of working. It’s
proven to enable us to deliver better value for our members
and increase the speed at which we can develop and deliver
services to our members whilst ensuring that they remain safe.
The majority of these services are now enabled by technology
and so we need to use a technology mindset when operating
controls and managing risks. We call this ‘Intelligent Control’;
taking a risk adjusted approach to identify controls that ensure
resilience, availability and safety. If that’s to support a payments
process or other kind of transaction, we need to understand
what ‘safe’ means in that context and ensure that the controls
embedded support the delivery of that outcome.
Using this approach, we aim to ‘build the right thing, in the
right way’, reducing the number of issues and making more the
whole process more efficient whilst empowering our people to
make decisions on the ground and in real time.

Why is it important to move away from traditional
control cycles? And what are the benefits to the
institution?

security of a data transaction) by bringing together the various
control domains and working together to engineer the right
controls that enable us to build the right thing in the right way.

In your opinion, what are the key benefits of
intelligent control?
Intelligent Control enables us to operationalize control. Working
with product development teams we’re able to understand the
risk inherent in an idea before we commit valuable resource to
any development work.
This means that we’re able to take a risk adjusted approach
to the work, identifying those control activities that will make
the product ‘safe’ and ensuring that they’re embedded and
operationalize ‘by design’ and ‘by default’ enabling us to ensure
that the value of any investment is realised.
It also means that we minimise risk flowing into our operational
environment and work to continually improve, through
continuous monitoring, continuous assurance and the ongoing
‘real time’ visibility of a control (and its performance) in
operation.

What do you see ahead for the future of technology
within operational risk?

We’re not so much moving away from a conventional approach
to ‘Control Lifecycles’, instead we’re adapting and accelerating
the way in which we ensure design adequacy of a control,
embed it and see its performance in operation.

The more that we use and rely on technology to support and
deliver business operations, the more we need to adapt the
way in which we, test and provide assurance of the way in which
control is operated and its effectiveness in the mitigation of risk.

The steps in the process are much the same but the design of
the control and the way in which it is operated is what changes.

A key area of focus for us is the way in which we use tooling and
automation to operate control activities; this means that we’re
able to enable the operation of control at scale and see where
controls are operating and measure their performance as part
of a continuous assurance cycle.

One significant difference is the need for a ‘holistic approach’;
understanding the ‘intent’ of the control (i.e. to ensure the
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NEW TECHNIQUES FOR DEVELOPING
SOUND COMPLIANCE PRACTICES FOR
ANTI-BRIBERY AND CORRUPTION LAWS
ACROSS JURISDICTIONS

Sabeena Liconte, Head of Legal & CCO, Bank of China International

How can risk professionals develop new techniques
for sound compliance practices for anti-bribery and
corruption laws across jurisdictions?

people with which a firm does business. This is key to any
firm that wants to thwart the risks associated with violations of
ABC law.

The laws and regulations impacting the ABC space are not
very prescriptive about the kinds of techniques or practices
that should be employed to address bribery and corruption.
Notwithstanding, there are key practices that have been
employed across global financial institutions to address
regulatory expectations and guidelines. As many of us know,
simply having a robust set of policies and procedures on our
books is not sufficient; these policies and procedures need
to be evidenced by established firm practice. These practices
employed by a firm should cut across a wide range of areas,
product lines and business units. Some practices that I have
found effective and that firms may want to consider adopting
and implementing to address laws and regulations in the ABC
space include: board-level engagement and clearly defined
roles with respect to ABC policy; implementation of a code
of conduct; employment of the three lines of defence in
the development of company policies and procedures and
implementation of practices adopted by the firm; periodic risk
assessments, testing and reviewing; third party due diligence;
confidential reporting and a strong system for internal
investigations; and training on firm practices, policies and
procedures with the goal of building a culture that values ethical
behavior and fosters a culture of compliance.

What are the challenges in monitoring ongoing
changes in vulnerability to anti bribery and corruption
in reference to hiring practises and how can we
combat this?

Why is vetting sponsorship organizations and people
a key concern?
Given the huge penalties that can be levied against firms that
violate ABC law, employing robust procedures for vetting
sponsorship organizations and people is key. A firm never
wants to be in a position where an organization with which it
has partnered with, or an individual it has hired or engaged
is used as a subterfuge for bribery or other corrupt practices.
In addition to the potential penalties imposed by regulatory
bodies, in the event illicit conduct is conducted by, for or a firm
risk “reputational hits” and being viewed adversely in public’s
eye. These issues can culminate in substantial losses for a firm
and underscore the need to properly vet the organizations and

There are a myriad of challenges impacting firms with respect
to its hiring practices. The biggest challenge may be the
prevention and detection of bribery and corruption in an
environment where the bribery and corruption that is taking
place is becoming more complex, is often covert and difficult to
detect.
There are strategies firms can employ to mitigate challenges
like this. Firm-wide, there should be properly documented duediligence with respect to a firm’s hiring practices, and any due
diligence practices employed by a firm should be memorialized
in procedures. To the extent practicable and based on the size,
business model and complexity of the business activities of
the firm, the procedures developed should be developed at
an enterprise-wide level with input from all key stakeholders.
This will encourage consistency across all business units and
one set of standards to be applied globally. Periodic reviews
by an independent third party (which may include internal
audit) should be conducted to ensure that there is appropriate
oversight, adherence to firm policy, and consistency in the
application of the firm’s procedures.
This should be coupled with an environment which encourages
a culture of compliance. The firm’s commitment to abiding by
ABC law and its prohibitions against bribery and corruption
should be known by all key stakeholders, through mechanisms
like: representations in contracts seeking a reciprocal
commitment from business partners; trainings administered
to firm insiders; performance evaluations for personnel that
center on the firm’s ethics and commitment to sound corporate
practices, such as adherence to laws and regulations in the
ABC space; the adoption and enforcement of a code of ethics;
and periodic reports to the firm’s governing body on issues
pertaining to ABC.

What for you are the benefits of attending a conference like the ‘Fraud and Financial Crime USA’ and what
can attendees expect to learn from your session?
In our ever-evolving and fast-paced industry, it is a challenge to stay abreast of amendments in law and regulation and keep
pace with new trends and technologies impacting our business activities. Conferences, like the Fraud and Financial Crime
USA Conference, help bridge that “knowledge gap.” They also provide us with an opportunity to connect with like-minded
individuals who face similar challenges to us and learn from their first-hand experience what they have done to help address
some of those challenges.
In the session on anti-bribery and corruption (“ABC”) in which I am participating, through my experience working with the
investment bank of a foreign banking organization (“FBO”) that is state-owned, I hope to explore the concept of ABC and how
it impacts my firm and also share strategies and tools that we, as an FBO, have found helpful in addressing the myriad of laws
and regulations impacting the ABC space.
Find out more about the upcoming event at: www.cefpro.com/ffcusa
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HOW TO IDENTIFY YOUR FRAUDSTERS
BEFORE THEY’VE HAD THE CHANCE TO ACT
Tim Ayling, EMEA VP, buguroo
How many of your customers are fraudsters? Traditional antifraud solutions can’t answer this question because they focus
on blocking cyberattacks, rather than proactively identifying the
bad actors already inside your infrastructure. Yet banks should
seek answers. Afterall, the easier it is for customers to bank with
you, the easier it is for fraudsters too, and we are seeing a rise in
both new account fraud and the number of legitimate accounts
that are being compromised.
Fraudster Hunter can help. It is an investigative tool that
differentiates between legitimate users and fraudsters on an
individual basis, rather than simply sorting them into general
clusters of ‘good’ and ‘bad’.
This is important because each user displays unique behavior
patterns. And in the same way this information is compiled to
build profiles of customers, Fraudster Hunter replicates this for
cybercriminals.

banks to work out which accounts are controlled by known
criminals, which are likely to
be mule accounts, and even
uncover complex networks of
fraudsters hiding within your
bank. Indeed, within days of
deploying the tool, one bank
discovered a network of more
than 200 accounts being used
in a major money laundering
operation. By knowing who
your fraudsters are - and which
accounts they control – you can
cut fraud off at its root.

The tool can also detect common patterns of fraudulent
behavior from what, on the face of it, appear to be completely
unrelated customers. Understanding these links allows

find out more
encompasscorporation.com

know your customer,
intelligently automated.
improve the quality of KYC

reduce the cost of KYC

get the full picture of your clients for
safer, more informed decisions

eradicate valuable hours wasted
on repetitive manual tasks

gain full control of KYC

improve client experience

ensure your policies and procedures are
consistently enforced across your firm

reduce business intake from up to
three hours to just three minutes
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JUST ANOTHER BRICK IN THE WALL…
Corey A. Reason, Head of Compliance, Clarien Bank Limited

When I was asked to write this article, I was trying to think of a good anecdote to explain intelligence sharing and public-private
partnerships. And then it came to me, in the form of the of the Pink Floyd song. Our industry is the wall, keeping bad actors out
and we should all strive to be another brick in this wall.
I am sure that most of you, myself included have sat in many a forum and listened intently as someone gave a presentation, only
to have the meeting conclude and later think back and say “what can I do with that?” If the answer is nothing, then you likely were
only given information.
The difference between information and intelligence, is if it is actionable. Below I have provided the definitions as defined by www.
Intelligence101.com, a website dedicated to training within the Intelligence Community
Direction
Information is knowledge communicated about a particular fact or circumstance.
Intelligence is all about finding out information, determining what it means – and then
using it to take action!
I mention the definitions because I think it’s important to understand the differences
before one can have a useful conversation in this space. We are provided with
information on a daily basis, however, moving from information to intelligence is a skill
that takes practice and changing your existing thought process, but once you do, you
will be a more valuable member of your financial crime team.
Before we can discuss best practices and the use of intelligence it’s important to
understand the steps in the Intelligence Lifecycle: Direction, Collection, Processing,
Analysis and Production, Dissemination and Feedback.
•

Direction: Comes from your leadership team, what are
they looking to solve and this intelligence feeds into their
decision-making process;

•

Collection: The creation of a plan of gathering intelligence
from various sources and tools;

•

Processing: Is the manner of executing the collection plan
and intelligence is assembled for use;

•

Analysis and production: Establishes the significance
of processed intelligence, integrates it by combining
disparate pieces of information to identify patterns, and
then interprets the significance;

•

Dissemination: Finished intelligence products take many
forms depending on the needs of the decision maker and
reporting requirements; and

Feedback: A closed loop; feedback is received from the
decision maker and revised requirements issued.
Internally the lifecycle should help drive risk-based approach
and where to dedicate resources based on what your firm is
seeing and the challenges arising. These are often associated
with the geography, client type and product mix that make up
your company’s risk profile.
On a larger scale, externally some of the Intelligence Lifecycle
can be used, even in markets where proper legislative
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information sharing hasn’t been implemented yet. I would
encourage institutions to form peer groups and share thematic
information on risks they are seeing, you never know if your
neighbour already has addressed the issue and can share a
solution that might work for you; or if you are the first case of a
new and emerging risk that no one has built a defense for yet.
In both cases, it helps make the financial system stronger when
banks talk to one another.
In my career, establishing a Financial Intelligence Unit (FIU) was
a key milestone in moving from information to intelligence.
The FIU serves as a central hub to administer the Intelligence
Lifecycle and be a single point of contact across the
organization for intelligence requests.
For an FIU to be effective there must be engagement from
many elements across the organization; executives and the
leadership team must support the function and utilize it as a
resource to assist in decision making, functional teams like
Financial Crime Compliance (AML, Sanctions, Anti-Bribery and
Corruption), Fraud, Cyber and Data Analytics to provide various
inputs for the intelligence report and the Lines of Business, as
both an intelligence requester and intelligence source.
We have looked at the Intelligence Lifecycle and ways to look
at intelligence already, lets discuss how this is applied outside
of your company, how FATF views information sharing, and how
government utilize this type of model. >>

FRAUD & FINANCIAL CRIME

FATF Guidance on information sharing: types and mechanisms
In some cases, specific information sharing arrangements to
facilitate information sharing among financial institutions for
AML/CFT purposes have been reached between jurisdictions.
This can provide statutory gateway to facilitate information
sharing between financial institutions in a cross border
environment for AML/CFT purposes.
Public private partnerships for information sharing are also
being developed in a number of jurisdictions and have achieved
positive outcomes. Through such partnerships, information is
shared across law enforcement, FIU, vetted participants from
the private sector as well as international partners in some
cases, to facilitate a more comprehensive view of transactions
and customers’ behavior. Such sharing often happens in a
secured environment in order to facilitate further data-mining,
operational analysis and scanning by the private sector to fill
potential intelligence gaps.
Industry forums or platforms- Initiative can also be steered by
financial institutions by creating structures such as inter- bank
forum or through their banking/industry associations to

share information on recent crime trends, modus operandi
and typologies across participants. Representatives of law
enforcement and supervisors could also collaborate in such
initiatives to further support the work.
Additionally, there are groups like the Financial Services
Information Sharing and Analysis Center (FS-ISAC) which
have become a vital asset for business, trade and commerce,
dedicated to reducing cyber-risk in the global financial system.
Serving financial institutions and in turn their customers, the
organization leverages its intelligence platform, resiliency
resources and a trusted peer-to-peer network of experts to
anticipate, mitigate and respond to cyberthreats.
The FS-ISAC is headquartered in the US, with offices in the UK
and Singapore.
The US Federal Government have utilized intelligence sharing
arrangements for years, post September 11th to coordinate and
ensure a full picture of bad actors and their activities and assist
law enforcement in bringing cases for prosecution.

Governments for intelligence sharing in financial crime
The National Cyber Investigative Joint Task Force, led by the Federal Bureau of Investigation (FBI), functions as a domestic focal
point for 18 federal departments or agencies to coordinate, integrate, and share information related to cyber threat investigations,
as well as make the Internet safer by pursuing terrorists, spies, and criminals who seek to exploit U.S. systems. Pervasive criminal
activity in cyberspace not only directly affects its victims, but can imperil citizens’ and businesses’ faith in these digital systems,
which are critical to our society and economy. Computers and the Internet play a role in most transnational crimes today, either
as the target or the weapon used in the crime. The use of the Internet, personal computers, and mobile devices all create a trail
of digital evidence. Often the proper investigation of this evidence trail requires highly trained personnel. Crimes can occur more
quickly, but investigations proceed more slowly due to the critical shortage of investigators with the knowledge and expertise to
analyze ever increasing amounts of potential digital evidence.

Challenges with intelligence sharing in the financial services industry:
Ask any financial crime professional what one of the biggest
challenges they have currently, it is bound to be intelligence
sharing. The challenge and concern with sharing intelligence
(names and transactions) is that although everyone says that
would be helpful in the fight against financial crime there have
been few moves to provide regulatory cover for institutions
to conduct information sharing. Until there is a genuine
commitment from governments to allow this type of sharing
across the industry, within a defined and “need-to-know”
framework, it will be difficult to stay ahead of bad actors.
As you are aware, under Section 314(b) of the USA PATRIOT
ACT there is a provision for information sharing with other
financial institutions. At the beginning this sounds great,
however, the scope is very limited. To help decide whether to
utilize 314(b) requests, there are 3 questions one should ask
prior to commencing request.
•

Whether the financial institution suspects a specified
unlawful activity has occurred;

•

Whether a transaction involving the proceeds from that
activity has taken place; and

•

Whether that transaction is part of a terrorist or money
laundering scheme.

And after assessing that, two final components to the process;
1. Is the other institution a participating institution (they are not
required to be) and 2. they are not obligated to respond. This

adds up to a useful but not fully developed information sharing
model. A strong first step recognizing that that criminal and
terror organizations understand information sharing restrictions
and how to exploit that to their advantage. We have to stop
thinking that these bad actors are anything but highly organized
and well-informed.
The industry along with government partners need to forge
strong relationships and share thematic issues. For example,
if there is a particular industry that law enforcement has been
observed to be utilized for money laundering in a specific
jurisdiction, share that with financial institutions. We can train
our tools and resources to these emerging risks. Conversely,
the financial industry should provide insight on new risks
to law enforcement where they can. Intelligence sharing by
government and industry is a symbiotic relationship and
mutually beneficial.
So what does it look like in the future? I think that governments
world-wide will continue to see the value in information sharing
in the financial industry; it took decades for them to crystalize
tax treaties that share information cross border. I foresee that
the same level of maturity and time will be required; unless
there is an event that speeds things up; if you look at how law
enforcement siloed intelligence prior to September 11th, it
took a life changing event to bring the paradigm shift that was
stagnant for years to occur. In the meantime bad actors will
continue to exploit this weakness and mask illicit activity across
many financial institutions in different geographies. This is
perhaps one of the most challenging issues facing the industry
globally; but one we can overcome, working together.
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POLICING
FRAUD –
CHALLENGES &
OPPORTUNITIES
From a policing perspective, what
are some of the largest threats
surrounding fraud?

lives have been greatly improved by
innovation but it also brings risk. Perhaps
we need to balance that risk more
effectively against the reward.

Phrases such as ‘threat, risk and harm’,
‘safeguarding’ and ‘vulnerability’
are commonly used in the policing
environment. Dealing with crime is only
part of the police workload and noncrime demand (missing persons, dealing
with people with mental health issues
for example), has increased significantly
in recent years. This, coupled with the
effects of falls in police spending and
officer numbers, has meant inevitable
trade-offs and a requirement to prioritise.
At the same time, we have seen fraud
metamorphosise from an offence that
was largely considered to be a corporate
matter, to one that affects millions of
citizens. ‘Volume Fraud’, as we in policing
refer to it, is easy to overlook when taken
on a case by case assessment, but the
cumulative effect it has on our society
and prosperity is starting to bite. Policing
needs to find a way to tackle this threat
and the answer is probably not through
conventional means.

There is a patchwork quilt of agencies
and organizations operating in the
sector. Policing certainly doesn’t have
a monopoly over dealing with fraud,
as perhaps it does with other crime. It
also doesn’t carry the same regulatory
oversight as money laundering or
sanctions evasion and from a government
perspective, that means there is a lack of
governance.

In your opinion, what are some
of the key barriers to preventing
fraudulent activity?
Where should I start? We have a much
higher tolerance for fraud than other
types of criminality. Many aspects of our

The borderless nature of offending and
the fact that intelligence and data is held
in multiple locations also means that
a true picture of the issue is difficult to
obtain.

Can you give a brief insight into
how policing has adapted to tackle
new trends within fraud?
Although the system is far from perfect,
our national reporting centre is the
only one of its type in the world. It
gives us a unique perspective of fraud
affecting public and businesses in
England and Wales. This allows us to
direct investigative activity and target
messaging. What many people don’t
also realise though, is that it allows us to
disrupt criminals, something which we do
routinely.

Alex Rothwell
Deputy National
Coordinator Fraud and
Economic Crime
City of London Police
Where as a nation we have invested
in the Cyber threat (which is to a large
extent driven by fraud), our approach to
fraud has suffered from a lack of national
coordination. That is changing now and
with the introduction of the National
Economic Crime Centre and a new fraud
policing strategy, we have already seen
the value of collaboration. I recently led
a national campaign targeting an offence
known as courier fraud. All police forces
in England and Wales were involved
and this type of coordinated approach
is something we have historically been
unable to perform, as our focus has been
on other priorities.

Given your perspective, what do
you think the future outlook is for
fraud and financial crime?
The future looks bright. Whilst there are
many issues for the Government of the
day (and policing), we have a national
economic crime plan to implement and I
sense a real and genuine desire to make
an impact. Some of the projects required
to implement the plan will require
considerable investment, so we will
probably have to prioritise some areas
over others. My colleagues and I are
busy making the case that some of the
investment required needs to be directed
towards policing. If it is, I think we will be
able to make significant inroads.

What, for you, are the benefits of attending a conference like Fraud and Financial Crime Europe?
No one individual or organization can solve the challenge of financial crime so I’m in favour of all opportunities to share
knowledge and experience and interact with peers. This conference brings together a really diverse range of speakers, many of
whom are at the cutting edge of tackling the issues we face. On a personal level, I think it’s critical there is interaction between
law enforcement and colleagues operating in the private sector. We rely on each other to keep the public and our businesses
safe, but at times competing priorities and the general demands of running day-to-day activities make collaboration difficult.
Find out more about the upcoming event at: www.cefpro.com/fraud
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Contact Centre
Anti-Fraud and
Authentication
Solutions.
Pindrop Solutions help detect
fraudsters and authenticate
callers, reducing fraud
and operational costs,
while improving customer
experience and protecting
brand reputation.
See how Pindrop can help you.

www.pindrop.com

info-emea@pindrop
+44 (0) 208 068 5029
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ALIGNING FRAUD
AND CYBER TEAMS
TO INCREASE CYBER
RESILIENCY AND
MINIMIZE RISK
Rob Byars, Vice President, Information & Cyber Security,
Wells Fargo

What for you are the benefits of attending a
conference like the ‘Fraud and Financial Crime USA’
and what can attendees expect to learn from your
session?
Conferences like this are crucial for learning, sharing, and
collaborating on the most pressing challenges in our industry.
Whether you’ve been in the financial industry for 30 years or
3 years, there is always something new to learn and apply;
given the rapidly changing landscape where criminals are
consistently seeking and finding news to exploit the seams
between our digital channels and traditional banking practices.
In the Cyber Risk Panel Discussion, we will discuss the
importance of aligning cyber and fraud teams. The criminals
have already achieved ‘cyber-fraud convergence’ and if the
industry is going to successfully counter the growing trendlines for cyber-fraud, then we must do a more effective job
of bridging these two major silos. So we will explore various
models of cyber and fraud alignment in addition to delving
into issues related to monitoring critical functions, managing
third parties, and issues around personal identifiable
information (PII).
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When aligning fraud and cyber teams how can risk
professionals protect customer information?
Information security and the protection of customer
information, in particular, are paramount. However, some in
the industry have shown some reticence when it comes to
aligning cyber and fraud teams due to regulatory concerns
and trepidations about expanding internal (cyber) access to
customer information – and that’s okay. We shouldn’t rush
into fusing teams and systems without a very thoughtful
and deliberate process taking into account protections,
procedures, and customer-focused imperatives that cannot be
compromised. Conversely, we should also consider the positive
aspects of how aligning fraud and cyber-teams and how that
enables firms to enhance the protections extended to their
customers by proactively identifying previously compromised
credentials, customer information, etc. This is not an either /
or issue, it is essentially a question of how to get to YES on
cyber-fraud convergence and enhance, not detract from, the
protections in place for customer information. A good start
would be implementing a cross training program between
Fraud and Cyber teams. These teams have until recently
walked different paths, but their paths converged because
fraudsters did. We need to converge our areas of expertise
and develop new ways to protect our customers, figure out
what works and what doesn’t, and share our stories whenever
possible. >>
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Why is managing third party relationships
information a key concern when dealing with
cyber risk?
You’re only as strong as your weakest link. When assessing a
firm’s expanded attack surface, the relative ‘unknowns’ about
third party cyber security postures may be more than the
‘knowns’ and thus increase the relative risk that a third party
could be a potential attack vector. Add to that the potential
‘concentrated third party risks’ firms may share, in addition
to more and more sensitive data being stored by third party
providers, and you can understand why third party cyber
security risk is getting a lot more scrutiny.
The question, however, isn’t if it’s a key concern why (since
most will already agree it’s important), the question is how
do we best manage the risk? Are the current assessment
frameworks for measuring third party cyber risk satisfactory?
How do firms assess individual risks for third party providers
and how do they mitigate it?

How can we manage identifying vulnerable
employees with access to data?
This is an interesting question. At the heart of managing
vulnerable employees access to data is implementing an
effective access control program that ensures only those with
proper authorization and authentication can access sensitive
data. This includes not just the individuals themselves but also
the devices they use. Another key element is implementing
an effective Insider Threat Program to mitigate the potential
that an employee may, wittingly or unwittingly, use their
authorized and authenticated access to data in such a way as
to cause harm. This means we must also have effective means
of identifying and reporting unusual behaviours, associations,
or other unusual, suspicious activities that could indicate the
presence of a potential insider threat.
However, I think also need to look closely at those who
have access to certain data or critical functions who may be
individually targeted by an external threat. Organizations
should identify prioritized critical functions, and the individuals
who are associated with those functions, in order to implement
control measures and alerting criteria that an employee may
be targeted. Think of this as a ‘high-value employee list’
meriting additional counter-intelligence focus that would nest
with existing executive protection programs, with an added
emphasis placed on cyber protection.

companies to manage but it should be noted that there are
a number of advanced persistent threats (APTs) that have
developed advanced skill-sets and on-line trade craft who have
even successfully duped some senior-level cyber experts, with
significant consequences.

What do you see ahead for the future of monitoring
and reviewing dark net boards and how will this
adapt the industry?
The future will require more resources dedicated to active
collection of the dark web. More analysts, artificial intelligence
(AI), and machine learning will be required to lean into the
constantly evolving threats that exist within the dark web. From
an industry perspective, much of our focus is on protecting our
customers whose personal information are being monetized
and exploited by cyber criminals. We try to proactively
identify when these types of trades are taking place in order
to get ahead of the eventual attempts to further victimize our
customers. We also monitor for the sale of exploits and just
about anything else that could conceivably impact out industry.
We’re not alone in this. Governments are also committing
resources to the dark web due to the security threats posed
by some of the groups and things are attempting to sell –
whether it be weapons, humans, drugs, terrorist facilitation,
malign services for hire, or repackaged nation-state developed
exploits. And of course your credit card information.
Some companies, it should be noted, have already taken the
next step to ‘leak’ selective ‘honey accounts’ to illuminate
transaction patterns and activities on the Dark Web. Some
are also working closely with law enforcement agencies to
leverage cyber technologies to orchestrate and automate
tracking to support intelligence gathering and disruption
operations. Disruptive operations are not for everyone, but
perhaps something to strive for if your organization has the
talents, resources, and mature processes to expand into this
area.
So overall, I think we will continue to see this a ‘growth
industry’, of sorts, and our industry will need to adapt as it
evolves. Part of that adaptation will be raising awareness
so there is a broader recognition that there is a compelling
need for the whole of industry, in collaboration with our US
Government partners, to approach the dark web as a platform
of systemic risk to the financial industry and other critical
infrastructure.

One other area that needs to be mentioned here is the threat
posed by those exploiting social media platforms. This is an
area of vulnerability that is obviously much more difficult for

The future will require more resources dedicated to active collection of the dark
web. More analysts, artificial intelligence (AI), and machine learning will be required to
lean into the constantly evolving threats that exist within the dark web. From an industry
perspective, much of our focus is on protecting our customers whose personal information
are being monetized and exploited by cyber criminals. We try to proactively identify when
these types of trades are taking place in order to get ahead of the eventual attempts to
further victimize our customers.
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HOW A MODERN ANTI-MONEY
LAUNDERING PROGRAM CAN
DRIVE LONG-TERM SUCCESS
John Edison, Global Head of
Financial Crime and Compliance
Management Products, Oracle

Garima Chaudhary, Financial
Crime and Compliance Management
Solution Consulting Lead, Oracle

Why Financial Institutions Should Consider Modernizing their Anti-Money laundering Programs
Increasingly sophisticated criminal schemes. Transnational criminal networks. Customer expectations for superior products,
customer experience and security. Chief Compliance Officers (CCOs) at banks and other financial institutions are under
extreme pressure to get their anti-money laundering (AML) programs right. At the same time, they see a rising cost of
compliance as AML regulations and fines increase across the globe.
Unfortunately, financial institutions that use disparate AML systems or rely on legacy technology are finding that these
systems are neither efficient nor effective enough to address these pressures. AML teams spend much of their time
gathering and preparing data, with little time left for analysis and investigation. And CCOs are finding that the accuracy of
investigators’ decisions is negatively impacted by the lack of a complete view of each customer, account and transaction.
Additionally, there are the evergreen problems of low detection and too many false positives. As a result, financial
institutions risk regulatory fines and reputational damage.
For these financial institutions, it’s time to consider modernizing their AML programs. We will not sugar coat it, however.
This is a significant undertaking that requires executive buy-in, alignment across multiple stakeholders and a metrics-driven
transformation roadmap. Financial institutions can manage this complexity by taking a phased approach that tackles their
pain points in order of priority. They may first address excessive case volumes, overworked compliance staff, high false
positives, low detection or something else.
A modernized AML program provides tremendous benefits to financial institutions. By boosting effectiveness and efficiency,
it helps them protect their customers, their business and the financial system. It allows them to achieve compliance over
the long term. And, it enables CCOs to support business growth by reducing the overall cost of compliance, improving
customer experience and surfacing customer insights that can be leveraged by other departments.
Here, we explain the critical components of a modern AML program, and how they can help financial institutions achieve
long-term success.

A Consolidated Backend

The first step in the journey to AML program modernization
is to consolidate the backend, and move from disparate
systems to a unified platform for KYC/CDD, monitoring,
detection, investigation and reporting.
A unified platform provides many benefits. First, it improves
decision accuracy because it allows AML investigators
and analysts to evaluate the risk of each alert holistically,
regardless of where it comes from. Second, a standardized,
unified platform helps financial institutions control costs
by providing operational efficiencies, reducing the training
costs required to keep staff up-to-date on multiple systems
and making daily workflows smoother. Finally, a unified
platform can give CCOs a view of end-to-end compliance
operations, which they can measure and manage within a
single dashboard.

Unified Data

A modern AML program doesn’t just need a unified
platform; it needs unified data as well. This can be achieved
by having a common data foundation that can take inputs
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from any transaction system and any data source, including
third-party data feeds and fragmented data. A common
data foundation serves as a single source of truth that
enables consistency, transparency and auditability.
With unified data, instead of performing extensive ETL
cycles to make data available in the right locations at the
right time, financial institutions can source data once and
then use it for multiple use cases. Importantly, unified data
makes it easy to leverage the detection data pipeline for
discovery and modelling of new criminal patterns and for
advanced analytics applications that enhance monitoring,
detection and investigations results.
With unified data, investigators will save much time on data
gathering and therefore have more time for investigation
and analysis. Unified data also helps investigators make
better decisions by providing a better view of customer
activity across channels, which enables them to see
relationships and patterns that they otherwise might have
missed. >>
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Advanced Analytics

A consolidated backend and unified data don’t just create
value on their own. They also create value by supporting
advanced analytics capabilities. In particular, with unified
data, financial institutions improve the completeness
and accuracy of their data, which in turn enhances the
effectiveness of any advanced analytics run on that data.
And with a consolidated backend, financial institutions
can gain seamless, timely access to production data and
leverage advanced capabilities across multiple use cases.
While many financial institutions are excited about the
potential of advanced analytics to dramatically improve
the effectiveness and efficiency of their AML programs,
they often wonder where to start. Fortunately, advanced
analytics can be brought in gradually. Each financial
institution can take the path and pace that works for them
based on their needs and their data pipeline.
Advanced analytics to consider as part of an AML program
modernization initiative include:
Machine Learning to Improve Detection
While traditional rules-based AML scenarios may keep
financial institutions technically compliant, they are unable
to adapt to the constantly changing patterns of modern
financial crimes. Machine learning models can improve
detection by rapidly adapting to evolving trends. To start,
financial institutions can run models in parallel with rules,
and eventually turn off the rules when they and their
regulator are comfortable.
Graph Analytics for Better Investigations
Graph analytics organizes data according to relationships,
which allows financial institutions to better connect the dots
among customers, accounts, transactions, external parties
and external data to reveal deep insights about customers’
behavior and connections. Importantly, graph analytics
enables compelling, real-time visualizations of potential
money laundering networks the AML investigators can
explore to uncover otherwise hidden suspicious patterns.
Entity Resolution for a 360-Degree Customer View
Graph analytics enables entity resolution, which allows
institutions to gain a truly 360-degree picture of their
customers and external entities alike by identifying different
instances of the same entity across data sources.
Correlation to Build Better Cases
Graph analytics can be combined with machine learning to
build better cases by correlating red flags and suspicious
alerts from various systems into a single case which, the
graph visualization of which can be used as an investigation
tool. This allows investigators to work on comprehensive
cases instead of single alerts, which significantly reduces
the AML program workload.
Deep Learning to Find Patterns
Deep learning in financial crime can be valuable since
similar past behaviors can be clusters that can predict new
cases. Financial institutions can apply deep learning to
graphs to find new graphs that are similar to previously
identified graphs of criminal activity. Deep learning on
graphs is especially useful because it is not limited to
specific point in time risk indicators but instead evaluates
holistic patterns and networks.

NLP can automatically generate case narratives based
on what an investigator uncovers in a graph visualization.
This eliminates the manual step of writing case narratives,
thereby reducing investigation times dramatically and
avoiding human errors.
Collective Intelligence and Collective Learning for
Recommendations
Financial institutions can use artificial intelligence to
learn from previous case decisions about graph networks
and provide recommendations or suggest next steps to
investigators. This can help new analysts or investigators
gain learn to identify criminal behavior more quickly.

Improve Operations

An AML program modernization initiative naturally leads
to some operational improvements across the compliance
department. Training is easier when staff works on a single
system. A common data foundation means less time is
spent on data provisioning. Machine learning models
are easily taken into production when advanced analytics
is integrated throughout the platform. Some other
operational improvements to consider include:
Leverage Open Source Technologies
Advanced analytics requires a set of data science tools, and
it’s crucial to select the tools that make it easy for staff to
do their best work. We suggest using popular open source
data science languages, technologies and standards.
This will minimize the need to re-train staff and increase
productivity. Open source tools to consider include Apache
Zeppelin and Jupyter notebooks, Apache Spark as an
analytics engine, and popular data science languages such
as R, Python, SQL and Scala.
Consider Cloud
Running a modernized AML program on cloud makes sense
for many reasons, especially now that regulators broadly
accept cloud for AML programs. It saves significant cost on
maintaining data centers, provides scalability on demand
and makes ongoing upgrades easier. Management can be
further streamlined by working with an AML vendor who
provides both applications and cloud services.

Looking Ahead

It’s been a year and a half since U.S. financial regulators
issued a joint statement in December 2018 encouraging
financial institutions to consider, evaluate, and, where
appropriate, responsibly implement innovative approaches
to meet their Bank Secrecy Act/AML compliance
obligations. This encouragement feels even timelier now
as CCOs are called not only to address ongoing pressures
from criminals, customers and regulators, but also to
manage costs in a challenging economic environment.
For CCOs looking to boost program effectiveness and
efficiency to navigate these challenges, now may be
just the right time to begin the journey to AML program
modernization.

Natural Language Processing for Automatic Case Narratives
Financial institutions can use natural language processing
(NLP) to make graph-based investigations more efficient.
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USING TECHNOLOGY & INNOVATIVE
OPPORTUNITIES TO ENHANCE KYC
PRACTICES
Carole Avis, CRO, LGI, Legal & General

How can risk professionals move
towards biometrics?
Some of the challenger banks are
already using this technology in their
KYC processes and more traditional high
street names are following fast.
Risk professionals can move towards
biometrics by reviewing customer
journeys, especially digital ones and
ascertaining how biometrics can be
used. This will involve working with 1st
line colleagues to source appropriate
technology, usually trialling via a pilot
to test and learn before moving to full
implementation for a journey. Additional
checks should be in place initially and
sampling on a regular basis is required to
ensure that the new process is effective.

Why is KYC in an IT based world a
key concern?

KYC in an IT based world is a key
concern because of the almost universal
requirement for dealing with customers
digitally throughout the lifetime of their
relationship with your organization. There
will always be pressure to make this as
frictionless as possible but with rigorous
KYC. Technology can help with this and
there have been a number of projects
in the FCA regulatory sandbox which
have sought to use machine learning
and blockchain to verify documentation
against a reliable source to address this
issue.
We have to be cognisant of the potential
for new KYC processes to be abused
given the increasing sophistication of
financial crime and its ability to hide/

steal identity. Therefore, customer data
security and encryption will be a crucial
issue to ensure that there are no leakages
that might facilitate identity theft.

What are the challenges of
customer identification technology
and how can we move to remote
based technology using cameras?
The challenges of using customer
identification technology are the cost,
time and potential vulnerabilities. The
technology has to be built into existing
customer journeys. The success of
camera use will depend on the quality
of the document image and reliability of
the algorithm that assesses this against
the photo image. It will also be important
for it to perform well and not cause
significant delay in on-line journeys.
Sourcing appropriate technology and
being sure that it has no vulnerabilities
that would allow it to be deceived by
those intent on hiding their true identity
is essential. Maintaining currency will also
be an issue. While technology may meet
security requirements initially, criminals
may find ways to mislead the technology
and so it will be important to ensure that
any software has frequent updates to
deal with vulnerabilities identified.

What do you see ahead for
the future for monitoring
discrimination?
Technology may have inbuilt biases
so that it might make the recognition
software less accurate for some sectors

of the population. It is important that
any such issues are identified at pilot or
MVP stage and addressed before such
technology is embedded in a financial
service provider’s processes.
Customers who are vulnerable and have
little access to online technology or do
not use a mobile phone may struggle to
meet the KYC requirements of financial
organizations. We have to consider
how any new technology complies with
vulnerable customer practices in our
organizations and the requirements of
regulators in this regard.

What for you are the benefits
of attending a conference like
the ‘Risk EMEA’ and what can
attendees expect to learn from
your session?
The Risk EMEA conference enables
risk professionals in finance to learn
about innovation in their sector,
network with other risk professionals
and increase their knowledge on a
wide range of topics as well their
own area of specialism.
The session will focus on the use
of technology to enhance KYC
practices, the benefits and potential
pitfalls of change. It will also
consider the impact on the customer
and potential impacts on certain
customer groups such as vulnerable
customers.

The challenges of using customer identification technology are the cost, time and
potential vulnerabilities. The technology has to be built into existing customer journeys. The
success of camera use will depend on the quality of the document image and reliability of
the algorithm that assesses this against the photo image. It will also be important for it to
perform well and not cause significant delay in on-line journeys.
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VIRTUAL NON-FINANCIAL
RISK SUMMIT
JUNE 22-26, 2020
CeFPro aims to deliver thought leadership and insight in increasingly uncertain
times by leveraging innovation and technology to bring a week long virtual event.

KEY TOPICS BEING COVERED INCLUDE

RESILIENCE, DISASTER
RECOVERY & BCM
Reviewing increased resilience
requirements globally and inclusion
for business continuity and disaster
recovery for future crisis

THIRD PARTY RISK
MANAGEMENT

Reviewing increased regulatory
scrutiny for third party oversight
and increased risk of concentration

FRAUD AND
FINANCIAL CRIME

Managing and staying ahead of escalating fraudulent
tactics to ensure protection of customers and data

CYBER RISK
& PRIVACY

Advancing awareness of
cyber security techniques and
ensuring privacy compliance
and data security

MODEL RISKS OF AI AND
MACHINE LEARNING

Understanding AI and machine learning models and
ensuring visibility and transparency for regulatory review

HEAR FROM INDUSTRY EXPERTS FROM
Citibank Canada | Bank of China | Bank of England |
Federal Reserve Bank of New York | Clarien Bank | State Street |
BNP Paribas | MUFG | Bank of the West | HSBC | City of London Police |
Lloyds Banking Group and much more...
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TRANSACTION
MONITORING FOR
SUSPICIOUS ACTIVITY
& REDUCING FALSE
POSITIVES USING
TECHNOLOGICAL
ADVANCES

Rebecca Schauer Robertson
Executive Vice President
Director of AML
Compliance
South State Bank

The current pandemic has significantly stifled society these past few months; however, the financial sector continues to remain
essential, and banks must serve the needs of communities in which each reside. Along with any societal or economic challenges
come potential increases of AML and Fraud schemes. It’s essential for Risk and Financial Crimes professionals to be vigilant during
this time, despite the impacts on one’s own life, making it ever more important for financial crimes teams to holistically view a
customer’s behaviour profile and determine, “is this activity suspicious or not?” Activity that’s out of the normal and out of the
expected behaviour pattern, has been seen throughout the industry from customers removing funds from investment accounts,
withdrawing cash to have on hand, or electronic transactions that wouldn’t normally be seen in or out of a customer’s account, each
are all reactionary transactions to the current state of society and the economy.
With the goal of continual enhancements
to monitoring systems in order to reduce
false positives, there will be outliers such
as the pandemic that must be accounted
for when considering thresholds and false
positive reduction in determining normal
and expected activity for customers.
Although these “black swan event”driven activities may be “normal” for the
current status, AML systems shouldn’t
be immediately scaled any differently
to accommodate these changes,
especially given the prime opportunity
for money launderers and fraudsters
to take advantage of the situation and
vulnerable individuals. Even with a higher
than normal number of alerts that may
be produced, now more than ever, Risk
and Financial Crimes professionals must
take the extra step to connect with
customers to understand the activity
at hand; keeping in mind, the way a
customer conducts business may change
from here after. As of now, those activities
aren’t normal and need to be reviewed to
ensure the customer has conducted the
transaction(s). Annual tuning of a bank’s
AML and Fraud systems can determine
if this crisis has made a lasting change,
which will then be used to support future
changes to thresholds for what is now
a customer’s “new normal” and the
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continuation of identifying methods to
reduce false positives will continue!
Risk and Financial Crimes professionals
are always researching and testing
ways to reduce false positives using
technological advances. With ever
expanding technology, additional
opportunities are available to assist
with making AML monitoring analytics
more and more advanced. Appreciating
alerts generated only produced from
displaying one or two characteristics
of an analytic is no longer the goal. It’s
imperative, given volumes, staffing levels,
and other requirements, that resources
are allocated on truly suspicious activity;
puzzle pieces that fit into a picture and
tell an overarching story.
An important consideration when looking
for ways to reduce false positions and
focus in on what’s really suspicious, is
understanding the true risks a financial
institution faces. When screening
transactions, a financial institution
should conduct an analysis of historical
data to determine what has actually
been identified as suspicious within the
transactional or customer base of the
organization. If credit card fraud has had
an impact on the organization for some

time, the rules for this type of detection
should be tightened around the type
of fraud that has been consistently
detected. If a certain subset of a
customer base has been showing signs
of suspicious activity, create an analytic
to review that type of customer and
the activity of interest to identify how it
differs from how the normal population
operates. >>

With the goal of
continual enhancements to
monitoring systems in order
to reduce false positives,
there will be outliers such
as the pandemic that must
be accounted for when
considering thresholds and
false positive reduction
in determining normal
and expected activity for
customers.
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Although customers, entities, geographic
locations, products, services, and
Sanctions all encompass higher risks,
a financial institution may not have
equitable higher risks in all those areas
and should focus efforts on what is
truly high risk as opposed to looking at
everything through the same lenses.
The best method to screening
transactions for suspicious activity is
to always view activity holistically. If
screening only incorporates frequency
and volume of a certain type of
transaction yet doesn’t also look at
the other types of activity flowing into/
out of an account or multiple accounts,
the big picture is largely missed. Also,
parameters around what is expected
activity for different customer types by
creating peer groups such as law firms,
convenience stores, car dealerships,
etc. should be developed in order to
determine suspicious activity, all pieces
of the puzzle must be identified and
considered.

Data integrity is the absolute most
challenging aspect in feeding machines
with information to detect suspicious
activity. The first line of defence plays
the most integral role for successful
monitoring, detection, and reporting
of suspicious activity. At the time of
customer on-boarding, whether it be
for a loan, deposit account, or any other
type of relationship, the information
input to the system cannot be incorrect
or inaccurate. Analysis for suspicious
activity detection, customer risk rating,
and even a financial institution’s overall
risk assessment, which are all essential to
a financial institution’s compliance efforts,
will be skewed.
From here on out, robotic process
automation (RPA) will be essential for
monitoring transactions to detect and
identify suspicious activities. Financial
institutions will be better equipped when
relying on RPA to quickly detect patterns
across different customers, transactional
methods, account types, and geographic
areas, etc. that truly pose risks and

outliers such as the current pandemic can
be evaluated within the analytics. RPA
will help reduce false positive “noise”,
allowing analysts to focus on truly
suspicious activity.
Although many think adoption of RPAs
will reduce staffing, identification of truly
suspicious activity will be streamlined
and tremendously improved, thus
creating a higher volume of much more
useful and actual suspicious activity to
report. The hard working professionals
can focus more on what they were hired
to do; analyze, investigate, and report
true suspicious activity as well as keep
pace with the ever evolving criminal
methodologies in order to provide a
societal benefit and mitigate risk at all
financial institutions.

Keep online
fraudsters at bay
Comarch
Cyber Threat
Protection

Comarch Cyber Threat Protection is a powerful
monitoring solution designed to guard ﬁrms
and institutions against online frauds. The solution
tracks both user and device activity to calculate
a unique scoring for authentication, authorization,
and more.

www.comarch.com/cyber-security
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SQUARE PEGS AND ROUND HOLES:
MANAGING LAW FIRMS AS VENDORS

David E. Roth, Partner, and Leah M. Campbell, Senior Attorney, Bradley Arant Boult Cummings LLP

All banks rely upon their critical vendors, including law firms that
handle sensitive, complicated, and high-risk matters. And yet
vendor oversight of law firms has been awkward for all parties
involved — fitting square pegs into round holes. We believe
opportunities exist to ameliorate this awkwardness and enhance
law firm oversight.
Banks should develop standards they expect law firms to follow,
particularly with regard to how law firms handle repetitive
functions in areas such as the residential lending space. The
standards must encompass policies and procedures and regular
audits of law firm work. These standards will provide guidance
for law firms to follow and form the basis of the testing metrics
the bank will use to monitor performance. Additionally, the
documented monitoring is evidence that banks can provide
regulators to validate the sufficiency of the bank’s oversight
functions.
Where law firms fail to meet standards, there must be
consequences. Once identified, issues must be remediated and
banks must retain evidence that the law firms have corrected
the specific issues identified and that they have taken steps to
ensure those issues do not reoccur. If significant errors continue
to occur, the bank must consider more serious measures, up to
and including termination of the attorney-client relationship.

While not every complaint raised by law firms about oversight
is reasonable, some complaints are, and banks are best served
when they make an effort to know the difference between
the two. For example, banks occasionally request the right
to perform direct disaster recovery or information security/
penetration tests on law firms. Unfortunately, law firms face
ethical challenges to such requests because they cannot risk
having the bank access — intentionally or unintentionally —
another client’s confidential information. There are many other
similar examples, but the overall point is that it is important to
recognize that law firms face challenges simply not applicable
to other vendors.
There is an inevitable tension between the role of law firms
as vendors and as trusted, closely held advisors. Navigating
these inherently contradictory characterizations remains a
significant challenge. However, by approaching these issues
collaboratively, cooperatively, and thoughtfully, a bank and
its law firms can develop clear standards and processes that
not only meet regulatory expectations, but that provide an
important risk management mechanism designed to further
enhance the quality of legal services provided by those law
firms.
For more information click here.

SRA PROVIDES NEW CRISIS MANAGEMENT SOLUTION TO
ALL BANKS AND FINANICAL INSTITUITIONS
SRA Watchtower’s new Pandemic Risk Management component is now available
srarisk.com
We face challenging times and the threat of a dangerous virus. While the health impacts of the Covid-19
Virus will subside in the coming months, the financial, operational, strategic and reputational impact to
the financial industry will be felt for many quarters if not years. For its part, SRA has experience in times
such as these, having helped hundreds of banks effectively navigate the 2008 financial crisis and other
significant risk events. To assist, SRA has launched our Crisis Risk Management Service designed to help
Executive & Board leadership:
1. Improve the visibility & cohesiveness of risk & performance management to enable faster decision making.
2. Leverage preconfigured Pandemic Benchmark KRIs and KPIs to proactively meet changing market & regulatory requirements (pandemic or otherwise).
3. Visualize, Collaborate & Report on the latest Enterprise Risk Management progress.
If you are a Financial Executive looking for help ensuring your organization
remains a resilient & financially stable center of the community, please
find additional information at SRARISK.COM.
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VIRTUAL ALM
& IBOR SUMMIT
JULY 20-24, 2020
CeFPro aims to deliver thought leadership and insight in increasingly uncertain
times by leveraging innovation and technology to bring a week long virtual event.

ALM KEY TOPICS BEING COVERED INCLUDE

INTEREST RATES

Discussing the changing rate
environment and the ability of
financial institution to sufficiently
manage the balance sheet

STRESS TESTING

Exploring the latest developments
and trends surrounding liquidity
stress testing

COVID 19

Examining how the current crisis
scenario is set to influence Asset &
Liability Management

IBOR KEY TOPICS BEING COVERED INCLUDE
IBOR TRANSITION

COVID 19

Reviewing the path of
transition and the remaining
challenges to phase out LIBOR

Discussing the anticipated
impacts of the current crisis
on IBOR transition

HEAR FROM INDUSTRY EXPERTS INCLUDING
Brian Brown
Armel R. Kouassi
Head of Liquidity Head of Balance
Risk Management Sheet Modeling
for UKI/CIB
Northern Trust
Deutsche Bank
Sandeep Bhorkar
Director, IBOR
Transition
Société Générale

Jason Granet
Head of LIBOR
Transition
Goldman Sachs

Oskar Rogg
Head of Treasury
Credit Agricole

Ishan Lal
Director
Credit Suisse

Ian Fox
Mark Cabana
Group IBOR
Head of US Rates
Transition Director
Strategy
Lloyds Banking Bank of America
Group

Erjun Chen
Audit Director
CIT Bank

Vineet Gumasta
Head of Balance
Sheet Risk
Management,
North America
Rabobank

Lena Young
Head of Audit
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GLOBAL SURVEY & REPORT

Providing a voice to the market, an assessment future trends
and company rankings identified by the industry
FinTech Leaders Research and Reports are debunking the key market trends,
priorities and challenges; and also ranking and awarding the top financial
technology suppliers in a wide range of categories.
FinTech Leaders clearly established that the industry has been in ascendency for more than a
generation, though the emergence of powerful computational technologies, at a cost effective
rate for businesses to operate, combined with internet and cloud technology, have allowed new
strides forward in the evolutionary – or some might argue, revolutionary – cycle. The full impact
of this is yet to be clear, as each year brings new innovative advances.

FINTECH LEADERS 2020 REPORT

30+
Overall FinTech
Leaders
ecosystem

30 individual
category
rankings

Analysis on
key trends

Future
opportunities

Millennials prefer to conduct their financial services digitally, for convenience and ease.
If the traditional financial institutions choose not to adapt to these changing times, they
might face the same fate as once-prominent retailers who have disappeared from their
industries.
Albert Chin, CeFPro Fintech Advisory Board Member and Head of Model Risk Management, Signature Bank
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KEY ANALYSIS ON INDUSTRY TRENDS, INVESTMENT PRIORITIES
AND FUTURE OPPORTUNITIES:

•

•

Fintech ecosystem evolution

•

•

Leading fintech opportunities

•

Security and customer trust

•

Top investment opportunities

•

Fintech hype here to stay…

Cybersecurity voted top regtech priority
•

Enhancing customer experience

Driving the future: AI and automation

•

Key fintech players as voted by you
•

Key fintech players segmented
across ecosystem

FIND OUT WHO CAME FIRST IN 30 FINTECH CATEGORIES
Accounting & Treasury Management | Analytics | Anti-Fraud |
Anti-Money Laundering | Artificial Intelligence | Balance Sheet Risk |
Blockchain | Business Lending | Capital Markets & Trading | Conduct Risk |
Consumer Lending | Core Banking | Credit Risk | Cybersecurity |
Data Management & Governance | Financial Data | Infrastructure | Insurance | KYC |
Market Risk | Model Risk | Money Transfer & Wallets | Operational Risk |
Payments Processing | Personal Finance | Professional Services |
Regulatory Reporting | Stress Testing | Third Party Risk | Wealth Management

TOP 50 LEADERS PREVIEW

TOP 50
36.

Global Payments

41.

BAE Systems

46.

Thomson Reuters

37.

N26

42.

Deloitte

47.

Microsoft

38.

Broadridge

43.

NICE Actimize

48.

EY

39.

Fiserv

44.

Feedzai

49.

iZettle

40.

IHS Markit

45.

RSA

50.

LevelUP

DOWNLOAD YOUR COPY NOW
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THE BIOMETRIC
FUTURE OF BANKING:
FACIAL RECOGNITION
TECHNOLOGY
David J. Oberly, Associate, Blank Rome LLP / Member,
Cybersecurity & Data Privacy Group

Facial recognition technology provides a wide range of benefits to companies across all sectors—and the banking industry in
particular, especially as it relates to security, fraud prevention, and authentication. At the same time, this technology also presents a
unique set of risks/challenges, particularly in the areas of data security and accuracy/bias. To further complicate matters, lawmakers
have recently ramped up their efforts to stringently regulate this technology, even going so far as to ban it outright in certain
contexts.
Combined, financial institutions that leverage facial recognition technology to enhance their operations must also effectively
address the risks posed by this technology, while at the same time ensuring compliance with the growing web of complex laws
governing its use in the commercial context. Fortunately, there are several actionable steps financial institutions can take to harness
the power of facial recognition technology in a way that both minimizes its risks and builds consumer trust and loyalty in the
process.

Overview of facial recognition technology
Facial recognition technology involves the use of “biometrics”
(i.e., individual physical characteristics) to digitally map an
individual’s facial “geometry.” These measurements are then
used to create a mathematical formula known as a “facial
template” or “facial signature.” This stored template or
signature is then used to compare the physical structure of an
individual’s face to confirm their identity or uniquely identify
that individual.
Today, facial recognition continues unlock new ways for
financial institutions to improve the efficiency and effectiveness
of their operations and services. At its most fundamental level,
facial recognition vastly improves the customer experience by
removing the requirement of having to remember passwords
to gain access to accounts or devices. According to a recent
Visa survey, 68% of U.S. consumers have abandoned an online
transaction due to forgetting a password or other similar
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issues. With biometric technology, customers can seamlessly
identify themselves for authentication purposes to instantly
access accounts or pay for purchases using only their faces.
According to the same Visa study, 53% of credit card holders
said they would change banks if their current bank did not offer
the option of biometric authentication.
Equally as important, facial recognition also provides a more
secure method of authentication vis-à-vis its traditional
password counterpart. According to Verizon’s 2019 Data
Breach Investigations Report, 80% of data breaches stemmed
from compromised and weak passwords. Unlike passwords,
facial recognition authenticates customers according to
who they are, as opposed to what they know. Thus, facial
recognition operates as method of two-factor authentication
in and of itself – first, with possession of the individual’s device,
and second, with his or her facial geometry. >>
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As a result of these benefits, financial institutions have rapidly
moved toward widespread adoption of facial recognition
technology. For years now, financial institutions have allowed
customers to securely log into their mobile banking apps using
Apple’s FaceID feature. Many financial institutions also offer
“selfie pay,” which allows customers to authenticate themselves
using their faces to make online shopping purchases. And last
year, CaixaBank became the world’s first bank to use facial
recognition to allow customers to withdraw cash at ATMs.
But while facial recognition technology has produced a myriad
of benefits, its use also carries with it fairly sizeable drawbacks
as well.
The first major drawback pertains to security. Generally
speaking, passwords can be easily changed if stolen.
Conversely, once facial template data is compromised, it has

lost its ability to be used as a secure identifying feature. To
compound the problem, compromised facial template data
also creates significant implications for users across multiple
accounts and devices. Beyond that, facial recognition is
also prone to a high risk of impersonation. In particular, it is
especially susceptible to “spoofing,” where user photos or 3D
masks are used to foil facial recognition login systems.
In addition, facial recognition technology also currently suffers
from accuracy and bias problems and, more specifically, is
known to be much less accurate in identifying people of color
and women. As one example, a recent study completed by the
Institute of National Standards and Technology (“NIST”) found
disproportionate error rates among certain minorities in both
“many-to-one” searches (commonly used to identify criminal
suspects), as well as with “one-to-one” searches (commonly
used for authentication purposes).

The legal landscape
To combat the risks posed by facial template data and other
biometric data, several states have enacted laws that regulate
the collection and use of facial template data by business
entities. Illinois’ Biometric Information Privacy Act (“BIPA”) is
considered the most stringent state law. Under BIPA, a private
entity cannot collect or store facial template data without
first providing notice, obtaining written consent, and making
certain disclosures.
BIPA also contains a private right of action provision that
permits the recovery of statutory damages between $1,000 and
$5,000 per violation. This private right of action has created
a tsunami of class action litigation in recent years seeking
millions of dollars for mere procedural violations of the law,
and earlier this year resulted in a $500 million settlement by
Facebook to exit a major BIPA class action suit. Importantly,
however, BIPA provides a complete exemption for financial
institutions and their affiliates that are subject to the GrammLeach-Bliley Act of 1999 (“GLBA”).
Beyond Illinois, Texas and Washington have also enacted
biometric privacy laws covering facial recognition technology,
which impose similar requirements related to notice, consent,
and mandatory security measures. Like Illinois, Washington’s
law also exempts entities subject to the GLBA. Texas’s law,
however, only exempts GLBA-regulated financial institutions
from the law as it relates to voiceprint biometric data. Thus,
financial institutions are subject to the Texas law in connection
with their use of facial recognition technology. Moreover,

in addition to the laws currently on the books, states across
the nation are also seeking to enact facial recognition and
biometric privacy laws of their own, many of which—such as
Idaho’s HB 492—provide no exemption for GLBA-regulated
entities.
In addition, many states are also starting to enact more
expansive and comprehensive consumer privacy laws which
also implicate the use of facial biometrics. For example,
the widely known California Consumer Privacy Act of 2018
(“CCPA”) broadly regulates biometric data, including facial
geometry data. While the CCPA provides an exemption
for certain information collected or used “pursuant to” the
GLBA, it does not exempt financial institutions themselves.
Thus, financial institutions must comply with the CCPA when
using facial template data for purposes other than providing
a financial service or product. Along the same lines, other
states are taking a page out of California’s playbook and
have ramped up their efforts in 2020 to put in place their own
“copycat CCPA” laws.
Taken together, it is clear that the risk of potential legal
liability—with corresponding sky-high damage awards—will
increase exponentially in connection with the use of facial
recognition technology in the immediate future. Fortunately,
there are several best practices financial institutions can
implement to minimize the risk of becoming embroiled in highstakes class action litigation stemming from the use of facial
template or other biometric data.

Biometric data/facial recognition privacy policy
As a starting point, financial institutions should ensure
transparency as to how they collect, use, store, and dispose of
facial template data used in their operations by implementing
a detailed facial recognition-specific privacy policy.
Privacy policies should encompass the following issues: (1)
notice that facial template data is being collected and/or
stored; (2) the current and reasonably foreseeable purposes
for which the financial institution utilizes facial template data;
(3) how facial template data will be used; (4) a description of
the protective measures used to safeguard facial template

data; and (5) the financial institution’s facial template data
retention and destruction policies and practices. These policies
should also strictly prohibit the disclosure of any individual’s
facial template data without their consent and should ban the
institution and its employees from selling or otherwise profiting
from any such data.
This facial recognition privacy policy should be made publiclyavailable, which, at a minimum, should entail inclusion in the
financial institution’s broader online privacy policy. >>
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Written notice
Second, to further support the principle of transparency,
financial institutions should provide conspicuous, advance
notice of the use of facial recognition technology before any
facial template data is captured, used, or stored. In so doing,
financial institutions should offer consumers meaningful notice

regarding how facial templates are created, and how such
data will be used, shared, and stored by the entity. Where
appropriate, or required by law, contextual and just-in-time
notices may be necessary.

Consent/written release
Third, it is also imperative that financial institutions obtain
signed, written consent—in the form of a written release—
from all individuals authorizing the institution to collect, use,
and store their biometric data before any biometric data is
captured or used for any purpose.
In signing the written consent, the individual should
acknowledge he/she has read the financial institution’s general
biometric data policy as well as the more specific, written

notice that has been provided regarding its collection and use
of biometric data. This consent/release should also make clear
the individual consents to those policies and guidelines, as well
as to the collection and use of his or her biometrics, including
the institution’s ability to share their biometrics with any service
providers or third-party vendors. Beyond the written consent/
release itself, financial institutions should ensure they maintain
a detailed written record of how and when consent was
acquired so it can affirmatively demonstrate its compliance.

Data security measures
Finally, financial institutions must ensure they implement
effective data security safeguards to protect all data captured,
used, and stored through facial recognition technology
from improper disclosure, access, or acquisition. Financial
institutions should ensure they safeguard facial template data:
(1) using the reasonable standard of care applicable to the
banking industry; and (2) in a manner that is the same or more

protective than that in which the institution stores, transmits,
and protects other forms of sensitive personal information.
Institutions should also periodically assess their facial
template data security measures and complete any updates/
modifications to their security programs to address and
neutralize any new or evolving threats and vulnerabilities.

Conclusion
Financial institutions are rapidly increasing their reliance on facial recognition technology as a key security and authentication
measure that not only enhances operations, but also satisfies consumers’ growing interest in this technology as well. At the same
time, however, state legislators have greatly increased their efforts to enact draconian regulation over the use of facial template
data.
As such, financial institutions that offer facial recognition technology options to consumers will need to pay close attention to future
developments in this area of law and take proactive measures to comply with these requirements, which are sure to evolve and
expand as time progresses. In doing so, financial institutions should consult with experienced legal counsel at an early stage in the
compliance process to ensure they satisfy the myriad of differing requirements and legal obligations of this rapidly developing area
of law.

David J. Oberly is an attorney in the Cincinnati office of Blank Rome LLP and is a member of the firm’s Cybersecurity & Data Privacy
and Privacy Class Action Defense groups. David’s practice encompasses both counseling and advising sophisticated clients on a
wide range of cybersecurity, data privacy, and biometric privacy matters, as well as representing clients in the defense of privacy
and biometric privacy class action litigation. He can be reached at doberly@blankrome.com. You can also follow David on Twitter at
@DavidJOberly.
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MANAGEMENT SUMMIT
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CeFPro aims to deliver thought leadership and insight in increasingly uncertain times by
leveraging innovation and technology to bring a virtual event spanning over three days.
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MODEL INVENTORY
TOOLS AND TECHNIQUES
FOR AN ACCURATE
INVENTORY

Chris Smigielski, Director of Model Risk Management, Arvest Bank

Developing and maintaining strong governance, policies, and controls over the model
risk management framework is fundamentally important to its effectiveness… Notably, the
extent and sophistication of a bank’s governance function is expected to align with the extent
and sophistication of model usage.

Model risk management has been on a steep trajectory since
the 2008-09 financial crisis. Granted, large banks were the
first movers to build model risk teams with strong validation
functions. Midsize and smaller banks were catching up to
their lead when it came around to their turn. Financial models
were the generally the primary focus of model governance
because the financial estimates were directly impacting financial
statements and management decision making, but once done
it was time to broaden the view of ‘impactful models’ and
reassess the inventory.
Regulatory guidance SR 11-7 has not materially changed from
its original form almost a decade ago. There continues to be

quite a lot of discussion about the model risk impact of Artificial
Intelligence (AI) / Machine Learning (ML) models and banking
applications. Again, the largest bank organizations already are
developing and validating machine learning models and some
have even invested in AI/ML Centres of Excellence. It may
seem likely that over the next twelve months there be could
be a regulatory update to model risk management guidance
that specifically addresses the unique elements of AI and ML
models - but that may not happen. Authors of the guidance
have been open about the fact that it is guidance and not law;
thus, understanding the spirit of the guidance and applying
the principles to an evolving model risk landscape can be
instructive. >>

Banks should maintain a comprehensive set of information for models implemented for
use, under development for implementation, or recently retired... a specific party should also
be charged with maintaining a firm-wide inventory of all models, which should assist a bank in
evaluating its model risk in the aggregate
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The importance of identifying models and
data sources
Identifying models and data sources is very important to the
“Why” of what the model risk function is charged with. The
simple answer is that we can’t fundamentally assess model
risk unless we understand a model’s purpose and its data
foundation. This is critical for all models in the inventory
and more evident with the growth of AI and ML modelling
approaches. For example, using a machine learning approach
can improve model effectiveness if the data is abundant,
relevant and available. Simply using an ML approach does not

The importance of identifying models and
data sources
Identifying models and data sources is very important to the
“Why” of what the model risk function is charged with. The
simple answer is that we can’t fundamentally assess model
risk unless we understand a model’s purpose and its data
foundation. This is critical for all models in the inventory
and more evident with the growth of AI and ML modelling
approaches. For example, using a machine learning approach
can improve model effectiveness if the data is abundant,
relevant and available. Simply using an ML approach does not
guarantee a better result if data is sparse or limited. This really
underscores the importance of MRM’s independent validation
and governance in the risk function.
Model Risk Guidance, SR 11-7, tells us that banks should
maintain a comprehensive set of information for models in-use,
in-development or retired. Model Risk Management is charged
with maintaining a firm-wide inventory of all models, so that
individual and aggregate model risk can be assessed. Further,
the guidance suggests that the type and source of inputs used
by a given model and its underlying components (which may
include other models) should be inventoried to support the
assessment of model risk. Data used in model building should
be well understood and rigorously tested. A simple example
from a former institution explains why; a qualitative model was
built to estimate the behaviour of an acquired loan and lease
portfolio. Data was somewhat limited and payment amount was
an available data element. The developer assumed payment
amount to represent the contractual payment amount which
was then used to calculate amortization, driving average life
and duration metrics. The ‘payment amount’ was later found
to represent something other than contractual payment which
forced re-evaluation of the data and the model itself. That
is model risk. Model calculations, model interdependencies
and data (quality, relevance and completeness) are some of
the critical components to assessing model risk and are key
components of the model inventory.

How financial institutions can increase efficiency and
automation of model risk management
A high performing Model Risk Management program must
be adaptive and flexible to maximize program efficacy and
minimize their ‘cost of governance’ to the organization.
Increasing the efficiency and automation of model risk activities
is central to that theme, especially for validation activities. For
example, model turnover (redeveloped models) or models

developed for initiatives like Stress Testing, CECL, or Marketing
Analytics may thrust bunches of new models into the inventory.
Emerging AI and ML-based financial applications are giving
us new ways to look at digitizing the customer experience and
are challenging (read: expanding) our definition of a model.
The point is that the model inventory is not static and as the
program matures, it constantly changes. Routine validation
and governance activities must be automated and approaches
optimized so that the size and talent of the MRM staff is fully
leveraged and able to pivot to new models or validate model
changes in addition to their assigned validations. Automating
model risk activities like model testing or report writing are
smart activities that ensure the validation analyst’s talent is put
to the highest and best use.

Control and governance processes that need to be
considered to ensure an accurate model inventory
Ensuring a complete and up-to-date model inventory is a
requirement under SR 11-7. What is surprising about this
requirement is the relative challenge it is to accomplish the task
of capturing new models or changes to the inventory. Indeed,
most model owners waste no time notifying MRM that a model
has been retired because they know the governance load will
soon be lifted. The reality is that self-identification of a new
model does not routinely happen for the opposite reason.
To ensure an accurate model inventory, model risk considers
control activities like inventory attestations that verify the status
of current models in the inventory, query for new models, and
ask if existing models have been materially changed. Other
control processes can include creative ways to uncover models
by reverse engineering financial statements or committee
reports to ask how information was derived. Incorporating
model identification questions within the Purchasing or ThirdParty Risk Management areas also catch potential models at key
acquisition points. These activities help to assure that all models
are inventoried and receive appropriate model governance
without relying on one single method.

Challenging the paradigm - How model governance
may change
The guidance (SR 11-7) might not change but Model Risk’s
purview may expand. It’s not hard to see that AI/ML are driving
new approaches to the customer experience. That’s very
different from where it was just over ten years ago. Author’s
opinion; if model risk continues its current trajectory, the model
inventory may include any application or approach (not under
IT) where the risk of failure can be material to the risk appetite
either directly or indirectly; where failure could trigger a
compliance failure, reputational harm, operational or financial
losses. Model Risk Management professionals will need to
adapt to this and explain how the model risk control framework
provides assurance that the models and applications, including
AI/ML approaches, are working as intended and avoiding errors
of commission and omission. Here’s the takeaway; At the end
of the day, does the extent and sophistication of your model
governance function align with the extent and sophistication of
model usage?
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DEFINITION AND
CLASSIFICATION OF A
MODEL UNDER THE
GLOBAL GUIDELINES &
TREATMENTS ACROSS
THE INSTITUTION
Daniel Hoyt, Head of Model Validation, Euroclear

How does the US model definition of model risk
impact inventory and treatment of models across the
institution?
One positive effect of the broad model definition in SR 11-7
was that it expanded management’s attention beyond the
pricing and capital models which had traditionally been the
focus of model governance. This is to be welcomed, as banks
use many very important models which do not fit neatly into
these two categories. It is possible that model governance
would have naturally expanded to include such models, but SR
11-7certainly helped the process along.
An interesting side effect of having defined ‘models’ is that
you implicitly define ‘non-models’ ( ‘calculation mechanisms’
in the Bank of England’s grander terminology). Some nonmodels may be just as important for an institution as its
models – the Vasicek formula in the Pillar 1 credit risk capital
calculation springs to mind. Clearly such non-models do not
need ‘validation’ in the same sense as a model – it’s not clear
that the Vasicek formula would pass anyway. But there will be
ambiguous rules or cases which need interpreting, and part of
the governance should be how well the varying interpretations
reflect reality of how models (or non-models) are being used.
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What are some of the criteria and justifications that
contribute to model classification?
There are many criteria of course, but for me two of the most
confusing for model (or non-model?) owners can be usage and
complexity. A calculation used in one context may be a model
but a non-model in another context. For example, a manager
may use a structured approach to help rank order potential
projects and so decide where to spend her limited resources.
So long as this remains a simple input to the management
decision and is not meant to replace the structured
measurement of operational risks, there is a reasonable case
for saying this is not a model. Should this rank ordering be
mistaken for a measurement of risk – completing project #1
means I have reduced my risk more than if project #2 were
completed – then this should be treated as a model.
Complexity can also be a confusing issue for some parts of
the organization. For many people in many institutions any
complex spreadsheet is a model, and a model is always a
complex spreadsheet or something more sophisticated.
This confuses computational complexity and conceptual
complexity. Suppose a bank does some lending against planes
as collateral. >>
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It’s not a big business for the bank, so they apply a single
haircut on the collateral. This is very simple computationally,
but conceptually makes a big statement that all planes are
created equal when it comes to price stability. Of course this
is a model. It may not be a bad one – perhaps the business is
small enough that it’s not worth investing in a better haircut
calculation – but such a judgement needs to be validated and
monitored like any other model.

How can institutions implement a uniform definition
of a model across jurisdictions?
From one perspective having a single definition of ‘model’ is
not overly complex so long as the definition is broad enough. I
doubt that many regulators would complain about a broad (but
reasonable) model definition, even if the regulator’s own focus
is much narrower. Indeed, the ECB guide to internal models
(EGIM) requires banks to have a model risk management
framework which sets out the definition of ‘model’ to which the
framework implies. So even though much of the ECB’s focus is
on Pillar 1 capital models, one reading of EGIM suggests that
banks are (rightly) expected to cast their net wider.
A perceived lack of urgency can be a key obstacle to
overcome when applying a uniform model definition. Entities
in jurisdictions with less rigorous model risk management
regulatory requirements are likely to question why they need
to comply with an SR 11-7 style definition. While it is true that
applying a broader definition may lead to increased costs,
there is another important factor for model risk managers
to consider. If one takes a narrow view that ‘models’ are just
for pricing or regulatory capital, this will not stop model risk

from materializing in the models that have been mislabeled
as ‘tools’. So the apparent cost savings of less model risk
management can be quickly eradicated.

In your opinion what does the future hold for model
risk management?
Like much of risk management, and life in general, I expect
more use of automation. I think this is already happening
in some of the easier cases, such as model monitoring or
validation where tests can be automated and batched. But I
think we will see more. Some commentators have raised the
idea of ‘smart’ models – models which know their own ID and
broadcast when and where they are being used. Perhaps we
can imagine smarter models which can identify when results of
a run are too unreliable to use. Or maybe we could even have
PD models which are able to re-calibrate themselves when
portfolio characteristics change?
Another change we may see is that model risk management
becomes a (proper) subset of a new ‘quantitative’ risk
management. As mentioned under #2, non-models deserve
attention just as much, and sometimes more, than models. But
the issue is potentially wider. We can expect more and more
decisions to be made based on data, and I don’t just mean
‘big’ data here. Even if there are no ‘models’ in the production
or processing of such data, one can always ask whether the
data is the right data for making the decision at hand and how
it should be interpreted.

HOW TO COST EFFICIENTLY MODEL CREDIT RISK
IN LOW DEFAULT PORTFOLIOS
Tobias Noll, Deputy Head Marketing & Sales, RSU
When it comes to modelling low default portfolios, there are
three points which have proven to trouble (IRB) banks the most:
lack of data, constantly changing regulatory guidelines and last
but not least, the ability to act cost efficient.
The limited amount of data available for modelling purposes
strikes as the most troubling issue when considering modelling
portfolio specific risks. What´s more, new regulations are
setting stricter rules on the counting method of the respective
validation data sets. This could lead to even more banks
requiring a greater quantity of data than at present. The obvious
solution, just collect as much high quality historical and default
data as possible. Sounds simple, yet a lot of banks believe this
mission is impossible.
As regulatory expectations continuously increase, costs are
set to rise and the trend towards convergence between banks
seems to be unstoppable. The ECB guide to internal models
(October 2019) is offering a way out of this dilemma, by taking
the opportunity to use rating models developed from pooled
data into consideration. Relatively unknown throughout
Europe, this so called Pool Approach has existed in Germany
for over 15 years and has been performing impeccably for
several of the largest German IRB banks. In this EBA/ECB

approved setup, the pool provider RSU Rating Service Unit, is
responsible for pooling all data contributed by participating
institutions, managing model development and being in
charge of the major part of model validation which is based
on this cooperative but yet anonymised wholesale data pool.
IT operations and modifications are also included – and most
importantly – supporting clients in legitimizing the IRB models
towards regulators.
Compelling advantages of this Pool Approach present
themselves in different ways. Obviously from a statistical point
of view it is safe to say: Size matters - the bigger the data pool,
the more accurate the results are. The benefits of using swarm
intelligence and a pool provider acting as the think tank are
more difficult to quantify. Workload sharing is also a driving
force well worth considering.
The Pool Approach clearly provides results of exceptional
modelling quality, accompanied by economies of scale leading
to a cost efficient alternative for outsourcing modelling activities
for sub portfolios as well as for core businesses. Conclusively,
modelling teams at institutions are relieved from having to
implement new time consuming regulatory standards and are
thus able to focus on their core business.
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Heather Russell
Director Model Risk
Management
Bank of America

INCORPORATING MODEL
RISK MANAGEMENT
PRINCIPLES ACROSS LINES
OF BUSINESS & RISK

The effectiveness of an enterprise risk management system
depends on coordination and alignment across all parties
involved. Even if the risk analysts of a firm perfectly identify
all the important risks, this provides little protection if
stakeholders do not understand or act on the findings.
Conversely, if stakeholders do not ensure risk analysts have
the business context to properly evaluate risk, the danger
of blind spots increases.
Fortunately, in the world of model risk management, we
have SR 11-7 to guide us. SR 11-7 was written by several
regulatory agencies and touches on all major areas of
model risk management. Beyond providing a view of what
regulators are looking for, it also summarizes best practices
in a principles-based way. While it is the individual bank’s
policy that ensures consistency with SR 11-7, it is worth
rereading SR 11-7 from time to time for a clear view of what
the underlying principles are.
Almost a decade after publication, SR11-7 has helped to
shape the model risk management policies and procedures
across financial institutions. Now the groundwork of roles,
responsibilities, and ongoing risk management activities
are generally in place. But, there is still scope for increasing
the accuracy of model validation, particularly in the
following areas:
•

•

•
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Risk tiering - Materiality should drive the allocation
of time and energy, both between different models
and across different aspects of a particular model.
For example, if the existence of an extra spline knot
has much less potential impact than inadequate
data quality assurance procedures, data quality
investigation deserves a bigger share of energy than
the spline knot.
Model use focus – The purpose of model validation is
ultimately to understand the risk of using the model
under investigation. Having a solid understanding of
how the model is used and relating validation findings
back to model use risk are essential.
Context-driven analysis – Automated and standardized
testing can save time and provide valuable testing
coverage. But, there is often no substitute for
custom-designed testing to investigate specific
questions. Identification of assumptions is similar in
that it may save time to focus on generic assumptions
that always apply, such as “The model is wellspecified.” But, the assumptions that exist because
of how the model is being used are often where the

hidden risk lies. For example, a larger credit line is
generally predictive of safer obligors. But, if a credit
line variable is included in a model, it would be
important to identify whether the associated model
use surreptitiously assumes that increasing credit lines
makes obligors safer.
•

Thinking deeply of simple things - Investigating the
simplest thing that is unclear is a good antidote to “a
little knowledge.” Moreover, simple investigations,
such as looking at data before imposing assumptions
or looking at how a model works in specific examples,
can be quite powerful.

On top of these, there are a few challenges that take time
to work through, but are well worth the effort:
•

Getting the full story – Ideally, all the materials needed
to validate a model would be provided in the initial
model submission. In reality, some of the most critical
information is obtained by asking questions.

•

Honing conclusions – Initial conclusions on model
risks and their mitigation often do not survive a round
of proper scrutiny. Carefully weighing evidence,
identifying the range of options, and comparing
relative merits of possible approaches are essential to
effective model validation. When there are multiple
validators on a project, Conway’s Law becomes
apparent; the coherence of the project’s conclusions
mirrors the communication patterns of the team.

•

Communicating results – Once conclusions from a
validation activity are rock-solid, reaping the benefits
depends on successfully conveying key messages
to the relevant stakeholders. Anything buried in a
report has a good chance of being overlooked. Direct
in-person communication has a much higher chance of
success.

With the change in landscape brought on by the
coronavirus pandemic, coordination across risk analysis
and their business partners is more critical than ever.
Assumptions that held a few weeks ago may no longer be
valid. Credible forecasts will depend on new assumptions
based on the incomplete information available. These
assumptions should be monitored and updated as the
situation unfolds. Enterprise model risk management
systems are being put to a test which could reveal just how
effective and valuable they are.
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How can you effectively
manage the third-party risks
around you while keeping
sight of what’s ahead?
Manage third-party risk processes across the
relationship life cycle with EY Third-Party Risk
as a Service (TPRaaS)
ey.com/TPRM

WHEN BUSINESS RESILIENCE FALTERS:
THE CRITICALITY OF INCIDENT MANAGEMENT
Teresa C. Lindsey, Senior Consultant, The Santa Fe Group & Shared Assessments Program

It is not a matter of ‘if’ Business Resilience will falter, but
when. That is not an insinuation that resilience planning is
inadequate. It is recognition that it is impossible to anticipate
every permutation of an incident that might interrupt your
business – especially in today’s highly complex environment.
Even the strongest business continuity plans can falter. Robust
incident management discipline will help carry the day when the
inevitable interruption occurs.
It is not enough to have a solid understanding of your own
organization’s incident management processes – you must have
the same understanding for your critical third parties. And you
must have assurances and protections in place to ensure timely
notification when your third (or fourth or fifth) parties suffer
business interruptions if there are downstream impacts to your
organization.

Not every ‘incident’ is a crisis – but every incident has
the potential to evolve into a crisis if mismanaged. When
contracting with a critical third party, are you asking the
right questions about incident management and are you
incorporating effective language into contracts? The
Standardized Industry Gathering Questionnaire (SIG) – created
and maintained by the Shared Assessments Program – has
comprehensive guidance on Incident Management from both
policy and content perspectives. One Domain in the SIG is
dedicated to Incident and Communications Management.
Within that Domain, the SIG has identified controls that should
be in place – and further maps those controls to prevalent
standards and guidance (i.e., NIST; ISO; FFIEC, etc.). The
Incident Management Domain is complementary to other
SIG Domains, including but not limited to Business Resilience
Governance and Business Continuity Planning.
Find out more at: sharedassessments.org
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DISCUSSING THE
EXPERIENCES OF DELIVERING
THIRD PARTY RISK MANAGEMENT
IN A HIGHLY REGULATED
ENVIRONMENT

Paul Huggett, Head of Partner Management, Bank of Ireland
From your experience, how can third party risk be
delivered in a highly regulated environment?
I think you have to start with a good understanding of the
supplier base that you are managing before examining the
regulations themselves. It’s hard to manage risk properly until
you know who you are dealing with. Follow the money to get
the best handle on the problem and look carefully at who
you are paying and why. There are many third parties that
any company will use that pose little risk and can be safely
descoped from a third party risk initiative. It’s about trimming
the third party population for comprehensive risk management
down to the smallest you think you can get away with. Then,
for the lower risk activity, about working out how that will be
controlled elsewhere through stronger operational controls, for
example, around onboarding and payments.
When the scope of the population you have to manage is clear
pull together key data on their core characteristics. Use that
data to highlight the areas that require the most attention, it can
be easy to build an overly complex and restrictive approach that
stifles the business if you ignore the proportionality principle.
You don’t have to manage every risk everywhere to the same
degree. That’s a hard sell in a risk adverse environment, but all
of the recent regulation related to Third Party Suppliers has this
as a foundation concept, so don’t let that opportunity to save
some effort pass by.

Of course the flip side is identifying those areas where the
risk is the greatest and the impact would be most keenly felt.
Aligning the risk framework to the core purpose of the company
demonstrates to business stakeholders that you are aligned
to their goals, that you are here to help, not to hinder and will
make any organizational changes and resourcing challenges an
easier sell. It helps that the regulators are more focussed than
ever on continuity of service and customer impacts, so the aims
of the external and internal stakeholders should be aligned if
we can translate for our corporate colleagues.

What are the emerging third party risk themes that
you have noticed in the industry? Are there any
themes which are becoming more critical?
I see the European and UK regulation being more concerned
with resilience and continuity of service than ever, with increased
attention on the deeper supply chain as a source of risk.
The prevalence of cloud computing solutions that sit behind
many of our supplier’s services raises the spectre of broader
concentration risk for the industry and national economies, and
I sense that the balance of influence has already shifted away
from the buying organizations who can do little to influence
suppliers that dwarf them.
The demand to ensure resilience of key services has shifted the
focus from prevention to readiness. I think companies >>

Aligning the risk framework to the core purpose of the company demonstrates to business
stakeholders that you are aligned to their goals, that you are here to help, not to hinder and will
make any organizational changes and resourcing challenges an easier sell.

50

THIRD PARTY RISK

will need to move away from traditional policy and BCP/Exit
documentation and large scale scenario planning as a primary
means to mitigate the risk. Supplier relationships and services
are so much more complex that it is also inevitable that some
sort of event will occur. Companies therefore need to be ready
to deal with the event, big or small, when it happens. The
recent PRA Consultation Papers on Impact Tolerances show the
direction of travel.
The current global crisis has brought the resilience topic into
sharp focus. It has forced almost all firms to reappraise what is
truly essential for their customers and by extension their own
survival. Services that would have been viewed as secondary in
‘peacetime’ have become critical during the crisis as companies
move to a ‘wartime’ mentality. Core facilities management,
logistics, communications and media services have moved to
the fore instead of traditional product lines where the demand
has disappeared.
Before the crisis there had been a shift in public perception in
relation to topics that would have previously been grouped
under the CSR banner and sometimes not given much
focus beyond meeting basic regulatory obligations. The
proactive management of diversity and sustainability risks
throughout the supply chain have become a key differentiator
for customers and investors and this means companies need
to understand and be more transparent about their supplier
base than ever before. I see firms recognising the value in true
supplier partnerships in times of stress and working closer
together than ever before. Buyers are being flexible about
payment terms to ensure a predictable cash-flow for their
suppliers and therefore supporting the wider economy, taking
a pragmatic approach to contractual remedies and prioritising
the customer and the wellbeing of their teams above everything
else. It will be interesting to see how long this new approach is
sustained when the crisis is over and how the customer reacts to
the current attitude of companies.

In your opinion, how can third party risk become a
less painful every day activity?
I don’t see it as painful if it can be linked to and support a
business priority. I have seen companies move the third party
risk agenda from a contractual afterthought to key supplier
evaluation criteria by changing the sequence of the executive
governance. Evaluating suppliers based on their support or
alignment to strategic priorities naturally drives out a risk
conversation. A risk conversation couched in purely policy and
compliance terms will lose the audience and generate pain all
round.
Supplier risk is top of the agenda right now, because it has to
be. It has become part of the new daily routine in my current
role. Activities that would have required significant influence
and persuasion to deliver monthly outputs are now happening
multiple times daily. What’s interesting is that I hear no mention
of regulation, policy compliance or audit and assurance plans,
yet the company is effectively assessing risks, implementing
new controls and working in partnership with suppliers at pace
and doing the right things.
I’m also a firm believer in the human interaction behind the
data. Taking some time to properly explain and educate
suppliers on your expectations up front can save a lot of pain
later. Also, using data and remote assessments can work
brilliantly, but a good old-fashioned conversation and a site visit

( once they are allowed) will always uncover more in the most
important areas and put all of that data in proper context.

What do you see ahead for the future of third party
risk management?
I see the regulatory environment continuing to evolve and
demanding more from the buyers of goods and services, but
I also see the regulation acknowledging that there are cost
and efficiency challenges that come with these increasing
obligations. The ability to use shared assessments and to place
reliance on other assurance evidence will shift how we go about
out Third Party Risk Management, and I think we will see some
consolidation of the multiple providers that have sprung up in
the space in the longer term as that market matures. I think that
our major suppliers will also start to see commercial benefits
in participating more fully in the shared schemes so that both
supplier and buyer can realise the gains.
I expect a degree of backlash against the globalisation of
supply that has transformed the financial services industry,
with some being regulatory led. Geographic and service
concentration within the supply chain will come back into focus
as will the need to have a deeper understanding of the pinch
points in the broader supply chain.
The risk ‘league table ‘ is changing and being reprioritised
as the human element to many services is exposed and shifts
to remote working with new technologies previously thought
unsuitable for the business world are increasing data loss, cyber
crime and financial crime exposure. The company that can
rapidly apply their supplier risk management capability and
adjust to these new priorities will recover faster and rebuild
strong and low risk supplier ecosystems in the new normal.
I am sure there will be new risks to tackle and an ever growing
mountain of supplier data to analyse with innovative technology
that will streamline our processes. I do, however, believe that
good third party risk management will continue to be a human
activity, to translate the laws, regulations and volumes of
compliance requirements into a message that is relevant for our
business in the rapidly evolving environment. The challenge for
us is to find a way to tell the same risk story in a different way by
understanding what makes the story work and reaching wider
audiences in new and interesting ways.

Buyers are being flexible about
payment terms to ensure a predictable
cash-flow for their suppliers and therefore
supporting the wider economy, taking a
pragmatic approach to contractual remedies
and prioritising the customer and the wellbeing
of their teams above everything else. It will be
interesting to see how long this new approach
is sustained when the crisis is over and how
the customer reacts to the current attitude of
companies.
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GLOBAL SURVEY & REPORT
Providing clarity on upcoming trends and opportunities
within non-financial risk, and an assessment of the current
software available to manage those risks
With more traditional credit and market risks better understood and controlled across
the financial industry, attention is shifting towards understanding and management
of Non-Financial Risks (NFR). The remit and definition of NFR continues to evolve and
increase in focus and importance across the industry with areas spanning from model
risk to operational risk and its subsets.
With NFR building momentum across the industry, this report looks to provide insights on the
top non-financial risks prominent across the industry and to assess the future of these risks,
future trends and challenges and also provide peer led vendor and in-house software rankings!

The 2020 report assesses the following non-financial risks,
2021 will look to significantly expand the areas of focus and analysis:

Operational risk

Third-party risk

Conduct risk

Financial crime risk

Technology risk

Model risk

CeFPro’s Non-Financial Risk Leaders is an invaluable platform to enable the industry to
share ideas and agree best practices.
Sean Miles, CeFPro NFR Advisory Board Member & Head of Risk and Compliance, Motor Insurers’ Bureau
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This report enables organizations to benchmark their performance against others in the
industry in order to ascertain whether they are behind, in line with or ahead of their peers when it
comes to implementing NFR software.
Jennifer Matney, CeFPro NFR Advisory Board Member & SVP / Director of Operational Risk Management,
UMB Financial Corp

Find out who was voted best service provider for:
Operational Risk

Financial Crime

Model Risk

Technology Risk

Key Questions answered:
Top Non-Financial Risk Priorities
Vendor, In-house and Microsoft Office Software Assessment
Considerations when purchasing vendor solutions
Key challenges when implementing vendor-provided software
Best practices when implementing vendor-provided software
Future requirements for vendors

Find out where 900+ industry professionals ranked the top non-financial risks
Technology

Financial Crime

Third Party

Strategic

People

Process

Operational

Reputation

Compliance

Fraud

DOWNLOAD YOUR COPY NOW
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IMPROVING THIRD-PARTY RISK
MANAGEMENT PROGRAMS TO
OPTIMIZE OPERATIONS
REPORT BY:

SUPPORTED BY:

KEY FINDINGS AND SURVEY OBJECTIVES
The aim of this research is to better understand where third-party risk management is positioned
within an organization, and to what extent the associated risks are managed and assessed. By
understanding organizational structures and level of oversight, correlations can be drawn to
identify effective practices and ways to optimize processes and improve overall management of
third-party and operational risk.

Key questions include:
•

Which department(s) are tasked with
assessing any third parties with whom your
organization works?

•

How is your organization positioned and
equipped to identify and mitigate risk?
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•

What controls is your organization prepared
to implement in the event of a compromising
incident involving a third party?

•

How is technology used within your
organization to optimize your third-party risk
management program?

THIRD PARTY RISK

This report aims to provide insight across the industry and identify success factors from peers, in
order to benchmark and understand progress and review optimization strategies. Some of the
headlines include:

20%

25%
Have a department
specifically related to
third-party risk

44% leave their operational
risk department in charge of
assessing vendors/third parties

17% of respondents
assessed 25% or less of
their third parties

Leave procurement
in charge of
assessments

Third-party risk is mainly
a growing or strong focus
for financial organizations
(each option received
46% of votes cast)

84%
Nearly 35% of respondents
still use Excel spreadsheets to
manage third-party risk

More than 57% of respondents
only have a generic incident
and breach plan in place

Use in-house
assessments

The results of CeFPro’s survey show that effective third-party risk management remains
challenging and much uncertainty surrounds the process and management; this is likely to continue
for the foreseeable future. A comprehensive and uniform approach is unlikely to be forthcoming in
the immediate future. The expectation is that over the next 3 to 5 years, with enhanced regulatory
guidance and the increasing role of technology, will help streamline the process and management of
third parties vendors; in the meantime, risk professionals have significant challenges and questions
to grapple with.
Andreas Simou, Managing Director, CeFPro

DOWNLOAD YOUR COPY NOW
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THANK YOU FOR READING
We hope you found value in the insights provided; please take a
moment to provide us with your feedback on this issue. We strive to
improve and your feedback is essential.
EMAIL US YOUR FEEDBACK HERE

Don’t forget to tell your colleagues if you found this issue of value!
#CeFProMagazine

FEATURE YOUR THOUGHT LEADERSHIP
AND SERVICES IN OUR CEFPRO MAGAZINE
Do you have a white paper, report, webinar or service you would
like to promote through our CeFPro Magazine? We have a
multitude of options available for CeFPro Insights advertising…
Download our media pack here.
Find out more and contact our team today,
via email: advertising@cefpro.com
or via phone +44 (0) 20 7164 6582 / +1 888 677 7007
DISCLAIMER

This magazine is designed to provide news and knowledge-sharing information on financial and financial risk management. It is
distributed with the understanding that the publisher is not engaged in rendering legal, financial or other professional services. If
financial or other professional advice is required, the services of an appropriate professional should be sought. Also, this magazine
cannot be an exhaustive and complete presentation on topics addressed. While every effort has been made to make the information
presented here as complete and accurate as possible, it may contain errors, omissions or information that was accurate as of its
publication but subsequently has become outdated by marketplace or industry changes or conditions, new laws or regulations, or
other circumstances. The publisher does not accept any liability or responsibility to any person or entity with respect to any loss or
damage alleged to have been caused, directly or indirectly, by the information, ideas, opinions or other content in this magazine.
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